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Project Background

Informed through a combination of research on job vacancy advertisements, discussions with
educational institutims and interviews with 2@mployers in the cybersecurity and engineering fields,

this study identifies thet 02 LIS 2 F SYLJX 2@ SNE Q -fkilled 2adedi3 iF endldeSingy SSR A
technology, cybersecurity, and information technoldiglds. The report focuses farticularon mid-
skilledcareers requiringeducation beyond digh school diploma buessii Ky I . I OKBf 2 NDa
includes an exploration ofhe educational infrastructure at colleges in the region ahd types of

formal education and joltraining that employers prefer, includingpprenticeships, oithe-job training,

degree programsand other types of job training. The study identifipgoomising entryf S@St -G & G I NI A
poini ¢ LRaAbGA2ya FyR OF NSSNJ kdipfokigglwvage. Ay 2 2206a GKIFQ
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Executive Summary

Anne Arundel County, Baltimore County and Howard County togethave a large and growing IT and
engineering job market.

1 There areapproximately 51,000T and engineeringvorkers employed irthe three counties
approximately 38,000n IT, cybersecurityand IFrelated engineeringoccupationsand about
13,000 innon-IT engineering occupations.

1 Based on a review of job advertisements collected in the Maryland Workforce Exchange (MWE)
jobs databasefrom July 2014 through June 2Q1Bere were at least 2,686T and engineering
job openings irthe three-county area Anong these job ads, 88% were for IT and cybersecurity
positions, while 11% were for ndil engineering For every 1,000 workers employed, there
were 64 IT job openings a2 non-IT engineering job openings.

9 Total employment in IT and enginerg is higlest in Howard County, buanne Arundel County
and Howard County are roughly tied in totedw job openings. Anne Arund€ounty had 1,018
job openingsHoward County had 98and Baltimore County had 686.

There arerelatively few job advertisementsfor “ misck i | | ethht’ seek wdbkers witheducation
| ess t han degredBaadcempgdyarsrséedhese positions as a small part of their workforce.

1 About 8.7% of IT and engineering technology jobs stated educational requirements of an
I & a2 OA | deScertiicatR, igiNschool diploma (or equivalent), or specifically stated that
there was no minimum education required (although more than half (52.7%) of job postings do
not state any specific educational requirement)lhe jobs requiring educatidahat isless than a
. OKSft 2NNR&d RS3INBS INBE O2yaARSNBR GYAR &1 Aff SR
skilled is similar for both engineering and IT positions with 9.7% of engineering job postings and
8.5% of IT job postings falling into the raldlled category.
1 In interviews, most employers reported that msffilled positions are a small part of their

G2NJ] F2NOS 6AGK Y2al 220a NBIAdANARY3I | YAYAYdzy 2
1 Based on a review of job ads and interviewsre isa sdect set of occupons that are more
likely to be fillecby g 2 NJ] SNE ¢A (G K2dzi | . I Sk&oupddians iRcBIENS S ¢

user support specialists, systems administrators and computer administrators, network support
specialists, web developers, electronicsedectrical technicians, mechatronics technicians and
other engineering technology occupations.

Experience requirements are high for most And engineering job openings and a lack of job
applicants with the right amount of experience is a problem fiorost IT and engineering employers.

1 Only 2% of IT and engineering job opeysndescribe the job as an entgvel position or a
position requiring less than two ges of previous work experienceéApproximately 16% of job
openings required years of expeence (or less), and 25% require more than four years of
experience. The remainder of job openings (59%) do not state experience requiremens, but
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interviews with employers suggest that the majority of these jobs are open only to workers with
4 or more yess of experienc€Se Figure 2)

1 Ininterviews, employers in the threounty areaconfirmedthat they place a high emphasis on
hiring workers with the ability to be setfotivated learners, capable of mastering new
technologies as they emerge, amdth an ability to applytechnologywithin changing client
environments. Several employers repegtthat they seeyears of experience as an indication of
these abilities. Without 4 or more years of experiene, . | OK S 2s\iEea asRySod NB S
indication hat a new hire will be able to not only apply skills in one technolbgialsolearn
and apply newechnologies- a requirement for productivity in quickly changing IT market.

1 Employers in the cybersecurity sector report that they generally do netrhid-skilled workers
gAGK fSaa GKIY | oF OKSf2NRa REANBSEYy RSA | ORY S KE
market is driven in large part lire NSA and other government entities that must comply with
Department of Defense Directive 8570r all workers employed in an information assurance
(IA) capacity. DoD Directive 8570 defines the minimum qualifications for education and
experience, and while there are levels requiring less than five years of expesrddess than
I . F OKSf{ 2 Nifwd@actor® $epatRBHat> pradiicallyall government cybersecurity jobs
require a minimum of five years of previous work experiencg/ R | . OKSt 2NRA&
Requirements for these positions are continuously increasing and in some cases workers who
have beerfilling a position and performing at a high level must be removed from the position
because the requirements for the position increases and the worker no longer meets the
minimum requirements

With the exception of a few internship programs for studeat®2 NJ Ay 3 2y . I OKSf 2
government contractors who hire cgosecurity professionals do not have arternal talent
development pipelinghat involves hiring entryevel workers without previous experiencés a
result, there is no starting pipeknfor entrylevel talent with these employersln some cases,
government contractorshire for summer internships, but jobs ardypically restricted to
d0dzRSyida ySFENAy3a O2YLX SGA2y 2F GKSANI . I OKSf 2 NI
opportunities are relatiely limited among contractors and these contractors represent a large
portion of IT and engineering jobs in the threeunty area.

Educational and experience requirements for IT and enginiegrtechnology jobs arenore dependent
on the employer than they are onob duties.

1 Requirements for any position differ significantly from employer to employer. For instance,
WKAES Yrye 27F ( ddninidtdia joB2yl 5y Ay&E&0 NSl dzZA NB | 6 F OK
select number of employers lersystems administrators requiring only a high school diploma
The differences are dependent on hiring policies of éneployer as well as regulations set by
federal departmentdor jobsat government contractors.

9 During the 2014015 period, there war 51 identified employers in the thresounty region
who advertised for IT job openings stating minimum educational requirements less than a
. OKSt 2NRa RSANBS ONIXy3IAYy3I FNBY KAIK aOKz22f R
employers account for 18% of the 289 IT employers identified in tMaryland Workforce
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Exchange Jobs Databas®o hired for IT positins in July 2034June 2015 (See Table 5 for a
complete list of employeds

1 Among 94 employers hiring engineeritechniciansin the threecourty region,12 employers
KFIR SY3aAySSNAy3d (SOKYAOAlLY LRaridArzya GKIFG &SN
degree level of education.

91 IT employers that advertised multiple mafilled positions included NES Associates, Booz Allen
Hamilton, Duibar Armored, ExecuTech Strategic Consulting, Assured Information Security,
Chiron Technology Services, COMSO Inc., and ManTech International Corporation (each with 4
2LISyAy3a NBIdZANARYy3I f Saa 205).yRaytheon, IABMKISdugriigda 553
Whitney Bailey Cox & Magnarind PRIME AE Group each had multiple engineering technician
hires. The majority of midkilled hires, however, were at smaller employers with just a single
job opening during the year.

1 Because employers differ in their neigements for new hires, job training should be focused on
the needs of the subset of employers that hire mskllled workers into standard IT and
engineering positions. A list of those employers is contained in tables 5 and 9.

The region has several opptunities for developing stronger mieskilled career pathways into IT and
engineering technology careers.

Mid-skilled career pathways ideified in thelTarea fell into severatareer areas including

(1) Tieredtechnical support careers,

(2) Careersn netwark operation centers (NOCs) and security operation centers (SOCSs),
(3) IT training/instructionand

(4) Jobsin multimedia/web development and programming.

Mid-skilled career pathways in the engineering technology field fell mainly into
mechatronics/electonics engineering technians. Mechatronics technicians fill a special role in
developing, installing, maintaining, troubleshooting, and servicing the software and hardware for
robotics and other higttech equipment, including equipment produced or maintairtadgovernment

and defense contractors. The mechatronics field includes a variety of occupations ranging from drafters
to test engineers, field engineergontrols maintenancetechnicians, and other positions that are
available in adiverse set of indusies including defense, manufacturing, offshore industries,
telecom/communications aerospace, environmental consulting, power utilities, construction, and at IT
firms.

Figures A, B and C provide a snapshot of the career pathways in the IT and machdietas that are
F@FAflrofS (G2 @2NJSNE gAdK fSaa GKFy | . OKSt2NDa
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Figure A Career Paths TrechnicalSupport and NOC/SOC Operations
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Figure C Career Pathways as a Mechatronics Engineerirignican
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/ Legend: ummm Some Previous Work gums Electronics, Mechanical, Electrical gus Electronics, Mechanical, Electrical \
\_ Experience Required Experience Required > 2 Years Experience Required > 4 Years J

Sources: Siemens Mechatronics Certifications Levg|sAbalysis of Maryland Workforce Exchange Jobs Database

The region has the educational capacity needed to prepare workers for etéwel positions.

Educational capacitys in place to meethe instructional needs for the occupations where rsidlled
positions are available. Enrolment in these programs is growing and there have also been of new
programs coming online Anne Arundel Community College (AACC), Baltimore County Community
Colege CCBY; and Howard County Community Colle¢CF each provide certificate level programs

and associates degree programs leading to educational credentials in cybersecurity, IT and engineering
which are generally aligned with the occupations thatiardemand.

1 In 2013, AACECCBCandHCChad total combined enrollment of 2,809 in-idlated programs
0St26 I .l OKSf2NQRa RS3AINBS ofradSad RFEOGF | @FAfLl O
were awarded to graduates of these programs and i1f@ total of 755 certificates and
degrees were awarded. The increase from 2013 to 2014 is attributed mainly to increased
graduates at AACC.

1 CCBQlso increased graduates in selected programs engineering technology programs and
computer science, infornteon technology, and network technology.

91 Certificates and associates degrees in IT fields were flaCabetween 2013 and 2014.

1 In engineering technology programs, the three community colleges had combined enrollment of
510 students in 2013. The tmdes had a total of 91 graduates for certificate and associates
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degree programs in 2013 and 81 graduates in 2014. The low graduation to enrollment ratio is
attributable mainly to a fewCCBC 4 a2 OAl 1SQa RSANBS LINRPINI YA (KL
few degrees awarded.

1 AACC has recently added two new programs: a mechatronics certificate level training program
and a cybersecurity certificate program, both of which are supported by agpedit designed
around workforce development for miskilled engineerig and cybersecurity. Each of the
programs is tailored to provide entifgvel credentials necessary for workers to begin work as a
cybersecurity professional or a mechatronics engineering technician. A total of 97 participants
enrolled in the mechatroni& programin 2014/15(44% of cyber technology students completed
the program and entered employment) and 50 enrolled in the cyber technology program (about
half of the mechatronics program students (49%) completed the program athirch (36%)
entered empbyment). Those who did not enter employment instead opted to continue their
d0dzZRASE YR LINRPINBaa (26 NR |y 'aa20AlG5SQa RS:
employer demand for ining of graduates was higworkerswho chose tacontinue studieslid
not do sodue to a lack ohiringdemand from employers.

Table A Protam Results from Fall 2014 throughugust, 2015

Program SEHEEEIE Completers still Enrolled  Entered
mployment

Cyber Technology 50 (100%) 22 (44%) 12 (24%) 22 (44%)

Mechatronics 97 (100%) 48 (49%) 22 (23%) 35 (36%)

Source: National STEM Consortium, AACC

The AACC studentgho did not complete the progranfacced a number of barriers throughout
their program participation.According to the program managersetmajor factors thatead to
student dropouts included bss of childcare,loss of transportation,loss of housing
(foreclosure/eviction/homelessnessghanges in family situations/need to bring in income,
related/unrelated job offers too good to turn dowtgss of nterestg barriers to success that are
common to younger and lowdncome students.

Some employers were open to the idea of developing training programs that provide workers with an
opportunity to gain experience, but views differed on which type of training uld be best.

9 Largeremployers and government contractorseported that they prefer internships as the
main type of training program for giving workers experience. Internships provide these
employers with a means of screening current studentspagential new hiresonce they
completea I OKSf 2ND&a RSINBS® azald O2y i Ndroaieddd® SAGKS
so in the past. Some of these employers can envision using certificationp-gkill their
existing workforce andhost reimburse employes for the cost of obtaining new certifications.

1 Smaller employers andmaployers servingnon-governmentcommercial clientsreported that
they prefer onthe-job training as the top preferred means of training new employees. For
employersthat are in a fat growth mode, orthe-job trainingfunds helpto offset the costs of
onboarding and training new employeesut it is not seen as a substitute for possessing the
prerequisitetechnicianskills, certifications, or experience needed for a position. Sdnigese
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employers expressed interest in apprenticeship modeto improve worker retentiong longer
training period may help the employer to retaimorkers that might otherwise move to a
different employer for marginally higher wagesAs with larger eployers, these employers
encourage their workers to add new certifications and diversify their skillset.

1 Employers with a training component in their businesgere generally open to any of the top
three models that grant workers experience internships, on-the-job training, and
apprenticeships- and they were also expressed interest in developing innovative or
collaborative partnerships to train and provide work experience to workers who are new to the
IT field. Because students (includingorking studems) are their customers, they are more
interested than other employers in shaping hiring and employment practices around the needs
of students as well as looking for ways to grow their training businesses.

While these three profiles of companies appeaidewt from the interviews, it is important to note that
individual companies differed somewhat in what they thought would be helpful, and also differed in
their level of interest in offering any form of new worker training at all.

There are opportunitiego expand IT and engineering career pathways in the thiemunty area.

2 KAfS SYLX28SNBE IINB F20dzaSR YlIAyfeé 2y KANARYy3 KAS3
multiple years of experience, there is evidence from the AACC cyber and mechap@ycams that

employer demand igeasonably strong for workers for enttgvel positions (although time will be

needed to track how the program graduates progress in their careers).

Smaller employers, employers in a fast growth mode, and employers withiding component to their
businesses were the most interested in providingirtiag for entrylevel workers. Career paths into
tiered technical support, NOC/SOC opperations, IT training, multimedia/web programming, and
mechatronics are in highest deméynbutworkers must have the prerequisite skills and certificatifors
positions and employers expect to fill only a small number of positions withskilieéd workers.
Program flexibility will be important to allow for employers to use workforce devakat programs in

a way that fits with their needs. The main benefit that smaller employers and fast growth employers
saw in a training program was a means of offsetting labor costs for new hires, and therefore the
program should be designed to reduce lalmmsts. Training models like Year Upvw.yearup.cor)

and Per Scholagvww.perscholas.con) haveachieved this for employers e IT field and programs

like that operated in the Jane Adams Resource CenteJARC) (http://www.jane -
addams.org/programs/jarebaltimore/) have been impl@ented for computer numerical control (CNC)
drafting; this program could be adtgul for mechatronics job training. Early stage completion rates at
the AACC mechatronics and cyber programs are lower than some other programs, highlighting the role
that employment barriers play in undermining success. Year Up, Per Scholas, and VARQhea
completion rates by combining best practices such as simulated work environments, internships, close
employer partnerhships, college credits, and comprehensive and intensive support services to help
participants succeed.
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Leaders in the thregounty area can take several steps to strengthen the pipeline of future workers that
successfully enter careers in the IT and engineering technology fields.

1. Create flexible incentives for employers toire entry-level workers, giving them work
experienceneeded to begin an IT or engineering technology careds.program that provides
cost offsets to increase internship positions is likely to be preferred by larger emplagdrs
government contractors These cost offsets could be created in the form of difeading (if
funding for internships becomes available from the DOL or other entitiesthrough tax
incentivesfor offsetting costs of interns Larger mployers are likely to make greater use of this
type of program if it can target students progre®in i 2 6 NR O2YLX SGA2y 2F |
Programs offering cost offsets for @he-job training or extended apprenticeships are likely to
be preferred by smaller companies, companies with an education/training line of business, and
companies undergoing fast growth phase. These incentives should be designed to offset wage
costs for adding new staff, but encourage leegm employment for up to two years or more in
order to give workers adequate experience to progress onto their next step along thercare
ladder.

2. Develop a career pathway leading to careers in a network operations center (NOC) or security
operations @nter (SOC) Several of the IT employers interviewed reported that their main
hiring for midskilled wokers were for positions in theMOC/SOC operations and employers
with a training portion of their business also targetcupationdn this area. A NOC/SOC career
training program would require (1) education leading to technical knowledge that can be
attained through a certification (2yaining leading to strong problessolving ability and self
directed learning, and (3) handm experieme in a NOC For incumbentNOC workers,
cybessecuritytraining could be added leading to positions in a SOC. Strong partnership with
NOC/SOC employeiand NOC/SOC training businesses would be important for job placement.
An ideal solution would combine initial training folacement in a NOC with a logrm training
LINEINIY €SIRAY3I (G2 6mM0 OB0SNRBSOdzNRA (ears@NBRSY G A
experience in a security operationsrder. To boost success in a NOC/SOC training program,
comprehensive wrap around support services would be needed to address destabilizing factors
including loss of childcare, transportation, or housing amonggm@m participants. Model
programs such as Year Upvww.yearup.cor) and Per Scholasivw.perscholas.ord can serve
as model programs for developing career training that combitechnical education, work
experience, and college credits.

3. Strengthen and expand career pathways for mechatronics technicians and related positions at
defense contractors. While engineering technicians are hired in many industries, the defense
industry represents thd 2 O f largeBtBrhpldyer and most of these positions are located at
Fort Meadeor nearby, Contractors seek workers who hay@ can attair) afederal security
clearance anchave previous electronicgesting experience These posbns are most easily
accessibleto veteransand workerswith previous related experience. The specific work
performed by contractors is often classified, making tailored training programs difficult,

12 Field Guide Consulting


http://www.yearup.com/
http://www.perscholas.org/

however, partnerships with individual large employesuld lead to better opportunities for
unemployed incumbent workers. Hiring growth at Fort Meade is projected to increase
substantially over the next few years creatiaggrowing demand for workers and organizations
like the Fort Meade Alliancectively oordinate shared initiatives between employers in and
near Fort Meade.

4. Strengthen employer relationshipsto create more on-ramps for exyerienced workers,
veterans, and youthto access ther e gi on’ s est abl i s hfank Awralel e e r r
| 2 dzy GyRef\Worksprogramis led by Anne Arundel Workforce Development Corporation
(AAWDC) and the prograhas created muclf the infrastructure needed tsupport recuiting
and training of workers. Building on this foundatiompna can be done to stimulate us# the
resourcesamong employers and increase the footprint of the progra@yber Workshas
created a growing number of opportunities for experienced workers to connect with employers
but employers involved with the program report that there are too fewportunities for
workers to find midskilled internships or other opportunities to gain experience&some
employers interviewed for the study were not aware of tBgber Workgprogram and were
interested to participatein orderto expand theirrecruiting retwork; more can be done to
incresse awareness of the program. The potential to expéme program shoulde explored
among employers in Howard Countgs well as Baltimore Countyhere a larger number of
employers that serve commercial clierstee located These employermdo not facethe stringent
security clearance requirements or high minimum experience requiremeatgiired of
government contractors Another opportunity exists related tochanges in WIOA fundingThe
changeswill create morefederal inding opportunities to provide workforce development that
serves youth age 16 to 24. Youthave higher unemployment rates, have less previous work
experience,and are morelikely to benefit from the assistance of the workforce development
organizationsn theregion to overcome barriers to employment.

A cooperative approach to implementing these recommendations across Baltimore County, Howard
County and Anne Arundel County is more likely to effectively meet the needs of employers by providing
access ta larger pool of hiring candidates. Because most-skitled hiring is for a single position or

just a few positions, expansion of the number of employers connected to jobs training programs will
concurrently increase job opportunities for job seekeBogramming that gives employers choices to

meet their hiring needs, while concurrently growing the skills in the local labour force will help to
AONBY3IAGKSY GKS NBIA2YyQa L¢ IyR SYyaAySSNAy3I AydaStf
of the region.
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Current Employment inInformation Technology, Cybersecurity and NodAT
Engineering Fields

In May 2014, there were approximately1,000 workers employed in Anne Arundel County, Baltimore
County and Howard County who are employed in Informatemhnology (IT), cybersecurity, and rAidn
engineering occupations (such as civil engineering, mechanical engineeringCdtthipse workers, it is
estimated that 38,000 (75 per cent) of these workers weneployed in IT and {felated engineering
(compuer engineers, network engineers, etcificluding cybersecurity, and about 13,000 (25 per cent)
were in engineering occupations

Mid-Skilled Occupations

Based on national trends, it is expected that the migjoof jobs in these sectors haveducation
NBIljdANBSYSyGa 2F | . OK St 2 ND aareRénSideied ® beKrdidkiedd SN 42 Y
occupations andre filled by workersvith I 'y 1 & & 2 O A laédBegeicertiiGa NaB tSchnology

specific certificatiorthat isbeyond a high school dip2 Y o6dzi f S&a & KIAEcodding. I OKS T
to the O*Net database, théT and engineeringccupations that are more likely to be filled by workers

gAGK fSaa GKFy F . FOKSft2NNRa RSINBES AyOf dzRSY

9 User support specialist¢an estimated4,200people wee employedas usersupportspecialists
in the threecounty area in 2014)

Systems administratorand computer administratorg4,100 workersn the three county arep
Network support specialistg2,400 workersn the three county aregn

Web developerq1,400 workersin the three county aregand

Non-IT engineering technician and drafter occupatioif@pproximately 3,600 workers in the
three county area

= =4 4 =4

The nonIT engineering technician occupations include a broad number of specialist technidibes.
largest group of these workers is classified edsctronics or electrical technicianswith over 1,100
workers employed in the threeounty region. There are also over 1,000 workers employed as drafters
but with specializations in mechanical engineeringeceical engineering, civil engaring, and
architectural drafting. Engineering technologpositions that are in demand includenechatronics
technicians and other specialist techniciansnvironmental technicians,industrial engineering
technicians, aergpace engineering technicians, survey and mapping technicians, and other technicians
and drafters (see Figure 1).

Within the threecounty area approximately 45% of the IT, cybersecurity, and engineering ijolise
abovementioned occupational categosare in Howard County (negrb,200 workers). Nearly a third
of these jobs (31%) ar@ iAnne Arundel County and aboatquarter (24%) are in Baltimore County.
Amongthe nonT engineering jobBaltimore County accountsr 29%of jobs, Anne Arundel aoants
for 30% and Howard County accounts for 41% of total workers currently emp{Bigde 1)
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Figurel IT & Engineering Employment by Occupation

IT & Engineering Employment by Occupation

Three-County Area, May 2014
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Network and Computer Systems Administrator:
Computer Network Support Specialist
Selected Non-IT Engineering Occupations
Electrical and Electronics Engineering Technicians [ |
Engineering Technicians, Except Drafters, All Other |
Surveying and Mapping Technicians |
Mechanical Engineering Technicians |
Environmental Engineering Technicians | 3‘3

Aerospace Engineering and Operations Technicians

Selected Mid-Skilled IT Occupations Selected Mid-Skilled
Non-IT Engineering Occupations

Anne Arundel County
Baltimore County
Howard County

Source: 2014 Occupational Employment Statistics Database, BLS, Baltimore REgiemalDevelopment Pipeline Study,
Updated County Estimatésy the Author
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Tablel Employment by Occupation 2014, Baltimore Region, Anne Arundel Cow#jtjimore County, and Howard County

Code

15-1111
15-1121
15-1122
15-1131
15-1132
15-1133
15-1134
15-1141

15-1142

15-1143
15-1151
15-1152
15-1199
17-2061

Total IT

Occupation

Computer and Info. Research Scientists
Computer Systems Analysts
Information Security Analysts

Computer Programmers

Software Developers, Applications
Software Developers, Systems Software
Web Developers

Database Administrators

Network and Computer Systems
Administrators

Computer Network Architects
Computer User Support Specialists
Computer Network Support Specialists
Computer Occupations, All Other
Computer Hardware Engineers

Total Mid-Skilled IT Occupations*

17-2011
17-2041
17-2051
17-2071
17-2072
17-2081

17-2111

17-2112
17-2131
17-2141
17-2199
17-3011
17-3012
17-3013
17-3019

17-3021
17-3022
17-3023

17-3025
17-3026
17-3027

17-3029
17-3031

Aerospace Engineers

Chemical Engineers

Civil Engineers

Electrical Engineers

Electronics Engineers, Except Computer
Environmental Engineers

Health and Safety Engineers, Except Mining

Safety Engineers and Inspectors
Industrial Engineers

Materials Engineers

Mechanical Engineers

Engineers, All Other

Architectural and Civil Drafters
Electrical and Electronics Drafters
Mechanical Drafters

Drafters, All Other

Aerospace Engineering and Operations
Technicians

Civil Engineering Technicians

Electrical and Electronics Engineering
Technicians

Environmental Engineering Technicians
Industrial Engineering Technicians
Mechanical Engineering Technicians
Engineering Technicians, Except Drafters,
All Other

Surveying and Mapping Technicians

Total Non-IT Engineering
(incl. Engineers, Technicians, and Drafters)

Total Non-IT Engineering Technicians & Drafters**

Baltimore
Region

1,030
6,330
1,590
2,780
6,810
7,200
2,100
1,870

6,260

2,880
6,390
3,520
5,880
2,260
56,900
12,010
640
260
3,310
2,460
1,990
540

250

1,190
290
2,490
1,560
480
540
670
150

110
370
1,900

110
710
320

850
340
21,530
6,550

Anne
Arundel
County
189
1,346
334
614
1,456
1,445
442
370

1,264

606
1,359
749
1,153
373
11,700
2,549
88
39
723
392
346
117

49

201
43
440
276
105
108
126
31

n.a.
81
322

26
n.a.
56

141
73
3,783
1,070

Baltimore
County

124
813
201
303
721
710
265
289

1,010

364
944
520
870
223
7,357
1,730
76
59
660
481
233
99

49

166
45
402
243
95
104
110
29

n.a.
75
318

22
n.a.
50

152
74
3,545
1,030

Howard
County

409
2,124
528
974
2,427
2,622
697
579

1,846

956
1,947
1,072
1,918

903

19,001
3,716
271
75

752

692

673

148

57

336
105
664
487
109
121
119
32

n.a.
85
536

27
n.a.
95

276
78
5,737
1,477

Three
County
Total
722
4,283
1,063
1,891
4,604
4,778
1,404
1,238

4,120

1,925
4,250
2,341
3,942
1,498
38,057
7,995
435
173
2,135
1,565
1,252
365

155

702
192
1,506
1,006
310
334
355
92

n.a.
242
1,176

76
n.a.
201

569
225
13,065
3,578

Source: 2014 Occupational Employment Statistics Database, BLS, Baltimore Regional Talent Development Pip&lpdagiddyounty
Estimates by the Authofincludes SOCs 18134, 151151, 151152, and 151142 **Includes SOCs BD11, 173012, 173013, 173019, 17
3021, 173022, 173023, 173025, 173026, 173027, 173029, and 173031
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7EAOG O E 1Job®pBehidgén Lypersecurity, IT, and Engineering
Technology

Job openings data provides a more detail@ad currentview on the minimum requirements that
employers areseekingfor new hires today.Based on a review of job advertisements collected in the
Maryland Workfoce Exchang@WE)jobs databas¥from July 2014 through June 2015 there were at
least 2,686 job openings in Howard County, Anne Arundel County, and Baltimore @otinatyields of
information technology (IT), IT engineerirfg.g. systems engineeringpfsvare engineering, etc.),
cybersecurity (a subet of IT), and inan-IT engineeringd.g. civil, electronicsklectrical, mechanical,
industrial, manufacturing, and other nofil engineering).Among these job ads, 88% were for IT and
cybersecuritypositions, while 11% were for malT engineerig, reflecting the highedemand for IT jobs,

as compared to notiT engineering.Hiring demand from July 2014 to June 2015 was highest in Anne
Arundel County (total of 1,018 job ads), followed by Howard County (#88ds), and Baltimore County
with 686 job ads.While the MWE jobs database may not collect 100% of all job openings, it suggests
that current hiring is highest in Anne Arundel and Howard Counties. Among thE remgineering jobs,
hiring demand appeare comparatively low in 20:2015. For every 1,000 workers employékdere

were 24non-IT engineering job openings in the three county area, compared to nearly three times as
many job openings per employee in the information technology and cybersecudtyrdsee Table 2

and Figure 2 for more details).

Table2 Employment by Occupation 2014, Baltimore Region, Anne Arundel Cousjtjmore County, and Howard County

Anne Arundel Baltimore Howard Three-County
County County County Area
Total Employment
Information Technology & Cybersecurity 11,700 7,357 19,001 38,058
Non-IT Engineering 3,783 3,545 5,737 13,065
IT and Engineering (Combined) 15,483 10,902 24,738 51,123
Employment in Mid-Skilled Occupations
Information Technology & Cybersecurity 2,549 1,730 3,716 7,995
Non-IT Engineering 1,070 1,030 1,477 3,577
IT and Engineering (Combined) 3,619 2,760 5,193 11,572
Total Job Openings
Information Technology & Cybersecurity 892 612 863 2,367
Non-IT Engineering 126 74 119 319
IT and Engineering (Combined) 1018 686 983 2,687
Job Openings Per 1,000 Employed
Workers
Information Technology & Cybersecurity 76 83 45 62
Non-IT Engineering 33 21 21 24
IT and Engineering (Combined) 66 63 40 53

Sourca: MarylandWorkforce Exchange Jobs Databa2614 Occupational Employment Statistics Database, BLS, Baltimore Regional Talent
Development Pipeline Study, Updated County Estimates by the Author
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Figure2 Advertised Job Openings yducation Level

Advertised Job Openings by Education Level

July 20147 June 2015

Anne Arundel Baltimore Howard Three County
County County County Area

1,018 Job Openings 686 Job Openings i 983 Job Openings 2,686 Job Openings
7.1% 4.8% : 13.0% 8.7%

IT & Engineering

892 Job Openings : 612 Job Openings 863 Job Openings 2,367 Job Openings

7.4% 3.8% : 13.1% ! 8.5%
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126 Job Openings : 74 Job Openings i 119 Job Openings 319 Job Openings

4.8% 135% | 12.6% | 9.7%

52.9%  34.5%

Non-IT Engineering

B ~ssociate® Degree or Less Required Bachelor® Degree Required

No Education Requirement Stated Master& Degree or PhD Required




Figure3 Advertised Job Openings by Experience Level and Job Tyle

Advertised Job Openings by Experience

July 2014 7 June 2015

IT and Engineering Job Openings by Experience Required Anne Arundel, Howard, and
Baltimore Counties

Job Openings Share of Job Openings

No Experience Required 2 0.1% 2% Require
1to 3 Months 9 0.3% 2 Years or
410 12 Months (Up to 1 Year) 42 1.6% Less
13 to 24 Months (Up to 2 Years) 4.9% Experience
25 to 36 Months (Up to 3 Years) 95 3.5%
37 to 48 Months (Up to 4 Years) 5.4% 16% Require
49 to 60 Months (Up to 5 Years) 11.8% P
61 to 72 Months (Up to 6 Years) 2.6% Experience
73 to 84 Months (Up to 7 Years) 2.2%
85 to 96 Months (Up to 8 Years) 2.5%
9 years or more 6.3%
Unstated 1,576

Advertised Job Openings by Job Type

July 2014 1 June 2015

Job Openings Share of Job Openings
Anne Three

Arundel Baltimore Howard County
County  County County Area

Anne Three
Arundel Baltimore Howard County
IT Jobs County  County County Area

Contract 13 24 24 61
Regular
Temporary 10 12
Unstated

Total

1.5% 3.9% 2.8% 2.6%
75.1% 74.0% 89.8% 80.2%
0.1% 1.6% 0.1% 0.5%
23.3% 20.4% 7.3% 16.7%
100.0% 100.0% 100.0% 100.0%

Non-IT Engineering Jobs

0.8% 2.7% 0.0% 0.9%
62.7% 60.8% 61.3% 61.8%
0.0% 0.0% 0.0% 0.0%
36.5% 36.5% 38.7% 37.3%
100.0% 100.0% 100.0% 100.0%

Contract
Regular
Temporary
Unstated
Total




Required Education

Data from the job ads reveathat more than half (52.7%) dll job openings in IT, cybersecurity and
non-IT engineering lack a specific educational requirement (no minimum education statesl jobtad).
Over a third (36.7% G 6 SR YAYAYdzY NBI|jdzANBYSyia 2dired a

minimumofaa  a 1 SNNR& RSINBS 2N KAIKSNE FyR | o62dzi y d1:2

1 3a20A1F3G5S048 RSINBST OSNIAFAOFGST KAIK aoOKz2f
no minimum education require(See Kjure 2)

In interviews, employersnithe threecounty area reportthat they place a high emphasis on hiring
workers with the ability to be selhotivated learners, capable of mastering new teclugies as they
emerge, and applyingechnology in changinglient environments. Several employers report that they
aSS | . OKSf2NRa RSAINBS Ia | 3JI22R AYyRAOILIGAz2Y
technology, but alsolearn and apply many technologies, a requirement for productivity irckdyi
changing IT market.

Experience Required

Analysis of job ads reveals thahployers in the threecountyregion are mainly looking for workers with
two years of experience or more and employers reported the same in interviésthe 2,686 job
openings in IT, cybersecurity and ndh enginering in 20142015, only 2% stateninimum experience
requirements of 2 years or lesshile a much larger number of jobat least 16% of job openingsre
available to workers with gears of experiencéhe acual percentage of jobs requiring less thagears

of experience may be great¢han 16%, because 59% of job ads do not have experience requirements

stated in the job advertisement)While 59% of jobs do not state a minimum experience requirement at

all,aqualitative S @A Sg 2F (KSaS 2204 adzZa3asSada GKIFOG Ylye

i KI

27

RSANBS> S@Sy (GK2dzZaK I n exglicdiKsGted riddRitemeRtS miNdEcdvs Witk Y 2 {

employers confirmed this view.

Contract vs.Permanert Positions

Despite the large role that contractors play in the IT field, the majority of positions in IT are advertised as

permanent hires (80% of job openings in IT and Cybersecurity). Only 2.6% of IT jobs openings in the
three county area are adversd as contract and only about 0.5% are temporary positions (the balance
not stating whether they arpermanent contract, or temporary). In the engineering technology field,
there were no temporary job openings identified in the 2€2015 period and onlthree job openings

that were noted as contract positions (the remainder begggmanentor unspecified).
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Limited Mid-Skilled Gareers in Cybersecurity
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- Angela Robinson, Soft Con
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According to a study bthe Abell Foundation, the majority (9 out of 10) cybersecurity job openings in
the Baltimore Region were at government integrators including ManTech International, SAIC, Lockheed

Martin,

General

Dynamics, Northrop Grumman, CSC, Boeing,
Communications each of which had over 250 job openings in 2013.

Booz Allen Hamaittdn k3
These employers must comply

with Department of Defense Directive 8570r all workers employed in an information assurarfb®)

capacity. DoD Directive 85tefines the minimungualifications for:

=A =4 =4 =

o0 Computer Network Defense Analysts (GAD

o O O O

Information Assurance Technicians (IAT) (Levels I, II, and I1I)

Information Assurance Managers (IAM) (Levels I, II, and III)

Information Assurance System Architecture and Engineering (IAg8X&ysionals
Computer Network Defense See Provider (CNISP) Specialists, including:

Computer Network Defense Infrastructure Support workers (3D
Computer Network Defense Incident Responders (TRY)D
Computer Network Defense Auditors (GRD),and

Computer Network Defense Service Provider Managers {8/N\D))

For each of these workforce categories, specialties, and levels, the DoD identifies a set of minimum
requirements that includes initial training, certifications, years of experience, bawahd investigtion,

continuing educationrequirements, and other requirements.

The experience and certification

requirements for the cybersecurity workforce are contained in Tables 3 and 4.

Table3 DoD Directive 5870 Minimum \dtkforce Certifications and Experience for Information Assurarie) Professionals

Workforce
Category
IAT |

IAT Il
IAT 1l
IAM-I
IAM-11
IAM-11I
IASAH
IASAHI
IASAHII
CNDA

CNDIS

CNDIR
CNDAU
CNDBSPM

Minimum Experience

0 to 5 years in IA technology or a related field

3+ years in |IA technology or a related field

7+ years of experience in Al technology or a related field

0 to 5 years management experigmn

At least 5 years management experience

At least 10 years management experience

0 or more years management experience

At least 5 years management experience

At least 10 years management experience

2+ years experience in CND technology or a related field
4+ years experience in CND technology or network systems
technology

5+ years experience in CND technology or a related field
2+ years experience in CND technology or a related field
4+ years experience in CND management or a related field

SourceDoD 8570 Information Assurance Workforce Improvement Program

Baseline Certifications (any of the below)

A+ (CE), Network+ (CE), SSCP, S@bl4ity
GSEC, Security+ (CE), SSCP,-S&xiAty
CISA, GCIH, GCED, CISSP (or Associate), C
CAP, GSLC, Security+ (CE)

CAP, GSLC, CISM, CASP, CISSP (or Associ
GSL, CISM, CISSP (or Associate)

CISSP (Associate), CASP, CSSLP

CISSP (or Associate), CASP, CSSLP
CISSIPSSEP, CISESAP

GCIA, EH, GCIH

SSCP, CEH

GCIH, CSIH, CEH, GCFA
CISA, GSN CEH
CISSISSMP, CISM
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Table4 Certifications and Providers

Certification Name Certification Provider
CSIH Computer Security Incident Handler (CSIH) Carnegie CERT®
CCNASecurity Cisco Certified Network Associgecurity (CCNBecurity) Cisco
A+ (CE) A+ Continuing Education (CE) CompTIA
Security+ (CE) Security+ Continuing Education (CE) CompTA
Network+ (CE) Network+ Continuing Education (CE) CompTIA
CASP CompTIA Advanced Security Practitioner (CASP) CompTIA
CEH Certified Ethical Hacker (CEH) ECCouncil
CISSP ** Certified Information Systems Security Professional (CISSP) (ISC)2
CAP Cerification Authorization Professional (CAP) (ISC)2
ISSAP Information Systems Security Architecture Professional (ISS; (ISC)2
ISSEP Information Systems Security Engineering Professional (ISSI (1ISC)2
ISSMP Information Systems Security Management Prefesal (ISSMP (1ISC)2
SSCP System Security Certified Practitioner (SSCP) (ISC)2
CISM Certified Information Security Manager (CISM) ISACA
CISA Certified Information Systems Auditor (CISA) ISACA
GCIA GIAC Certified Intrusion Analyst (GCIA) GIAC
GCED GIAC Certified Enterprise Defender (GCED) GIAC
GCFA GIAC Certified Forensic Analyst (GCFA) GIAC
GCIHH GIAC Certified Incident Handler (GCIH) GIAC
GSEC GIAC Security Essentials Certification (GSEC) GIAC
GSLC GIAC Security Leadership Certificate (GSLC) GIAC
GSNA GIAC Systems and Network Auditor (GSNA) GIAC

Notes: CompTIA is tHeomputing Technology Industry Association, ISACA is the Information Systems Audit and Control Association, GIAC is the
Global Information Assurance Certification, and Carnegie CERT®to the Carnegie Mellon Software Engineering Institute CERT®; **CISSP
Associate this means the individual has qualified for the certification except for the number of years experience.

Experience and Education Requirements for Government Contttacs in Cybersecurity

Interviews confirm that most contractors are unable to place workers in @o@tractpositions without

the minimum experience requirement for the positidtypically 45 years) minimum certiications

(identified in Bbles 3 and 4)ninimum education @ LJA O £ £ & | ), lan0 eSufitg deBranceR S ANBS S
In addition, most contractor employers have few or no roamtracted positions and therefore have no

hiring demand for workers who do not meet all dfet abovementioned requiremats. Without an

internal talent development pipelindor workers who do not meet these minimum criteria, these
companies offer very few early career opportunities. In some cases, employers hire for Summer
internships, but generally these are restrictedt &8 § dZRSy & ySFNAyYy3I O2YLX SGA2Y
As a result, early career opportunities are relatively limited among contractors.

While positions classified as an Information Assurance Technician |, Infor’AasarancéManager |, or
Information Assurance System Architect or Engindse¢Table 3}echnicallymaynot require any prior
work experience to meet # requirements of DoD Directi8570,contractors report that practically all
government cybersecurity positions qeire a minimum of4-5 years of prior work experience
Interviews withcontractorsrevealthat the government agency or prime contractor that is recruiting for
the position sets the exact experience requirements and education requirements for these jobs
Individual contrators and subcontractors repbthat they have no control over the requirementad

little flexibility to fill ajob openingwith a candidatehat lacks any of the stated requirements
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In addition, employers reported thathte level ofqualificationbeingrequiredby government agencieas
generally increasing over time. For instance, some contractors report that they employ workers who
have been filling a contracted positi@rsometimes for year ¢ but that theyroutinely are notified that
theseworkers ae no longer suitabléo continue to provide theserviceshey have been providingue

to inadequate certifications, education, or experience levels, which have been increased through policy
change. This sometimes results in workers being removed fromnaact where they have been
performing well ¢ or else having to obtaircertifications in a technology where they are already
proficient In some cases, the worker is performing at an expert levelibuirder to remain in
compliance with education, cefitation, or experience requirementshe or he must obtain an entry

level certification In most casesworkers are permitted a limited amount of time to obtain
certifications needed.

For workers who lack the educational requirements for a posjtibry may in some casesibstitute

years of experience to meet the minimum educational requirememechnically this results in the

potential for workers who have education below. af OK Sdegeedi>?y FAE € | . | OKSt 2 NR&
but decades of expénce are sometimes required for the worker to qualit§ontractors reportthat, in

effect, most requsitions require a minimum of alBOK S f 2 NJespecRIf BNdSKers just entering

the cybersecurity field today.

Mid-Skilled Careers in IT{Beyond Cybersecurity)

Employersthat Hire Mid-Skilled Workers

W20 NBIljdZANBYSyia OINE O2yaiARSNlIofeée o0& SYLX 28SNE ¢
while others do not for a similar position. During the 2@DA15 period, there weresl identified

employers in the threecounty region who advertised for IT job openings stating minimum educational
NEBIljdzZA NSYSyida fSaa GKFy | . OKSt2NRA RSAINBS OoNIy3)
degree). These employers account for 17.6% of the 289 ipleyers identified in theMaryland

Workforce Exchange Jobs Databad® hired for IT positins in July 2024June 2015 (Note: not all jobs

list an employer). Twelve of theemployersK A NAYy 3 62 NJ SNB SAGK f ®aied (GKIY
larger employerghat advertised for 10 or more open positions through the course of the year and the
remainder (39 employers) were mgized to smaller employers with few job openings throughout the

year. Most of thesmaller employers 30 of the 39 employershad justone open position during the

@SFNJ GKIF G NBIjdzA NBER f Sahe top ériplgyers hiringlworkes twBhNdsithaR& 3 NS S
L OKSt 2NDRaA RSINBS AyOfdRSR bo{ ' aa20Ald8a o6y LRaA
Armored (5 positions), Exetech Strategic Consulting (5 positions), Assured Information Security,
ChironTechnologyservices, COMS@c., and ManTech International Corporation (each with 4 openings
NBIljdANRY A fSaa G§KIy -p015). Tablg 5 sutniNddizes theSeamplels Svhoiiye H nmn
G2N] SNE gAGK fSaa GKFy | . FOKSf2NRaA 5S3INBSO
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Table5 Employers Hiring MieSkilled Workers with Less than a Bachelor's Degree

Employer

NES Associates, LLC

Booz Allen Hamilton INC.
Dunbar Armored

ExecuTech Strategic Consulting
Assured Information Security, Inc.
Chiron Technology Services
COMSO, Inc.

ManTech International Corporation
Integrity Applications Inc.

Amyx, Inc.

Apex Systems, Inc.

ASI Government, Inc.

Axom Technologies Inc.

Berico Technologies

Engility Corporation

IJET Intelligent Risk Systems
NTT Data Inc.

Red Arch

Sungard Availability Services LP
Transportation Security Administration
Tresys Technology, LLC

ABM Industries, Inc.

American Systems Corporation
American Urological Association
Aon

Blackbird Technologies, Inc.
CareFirst BlueCross BlueShield
Chameleon Integrated Services
Ciena Corporation
CliftonLarsonAllen

Concentrix Corporation

CsC

CSX Transportation, Inc.

Data Systems Analysts, INC
DELTA Resources, Inc.
Diamond Comic Distributors, Inc.
Eagle Ray Inc.

Evolver, Inc.

Force 3, Inc.

Helion Technologies

HH MedStar Health, Inc.

KCI Technologies, Inc.
Lockheed Martin Naval Elect.
Networking Technologies + Support, Inc.
R.E. Michel Company, Inc.
Serco, Inc.

Solers, Inc.

Spectra Tech, LLC

Staffmark Investment LLC
Systems Integration Inc.
Whitney Bailey Cox & Magnani, LLC

Source:Maryland Workforce Exchange Jobs Databas

IT Job
Postings <
Bachelors

PRRPRPRPRRPRPRPRRPRPRPRPRPPEPRPRPREPREPRPRPREPRPRPREPREPREPREPEPREPNNNNNMNNMNNMNNNMNNNNODMDNDNDCC OGN OO

Total IT Job
Postings

11
38
6
5
7
4
38
46
4
3

N
i
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Share of Job
Postings <
Bachelors

73%
18%
83%
100%
57%
100%
11%
9%
75%
67%
8%
40%
8%
100%
11%
100%
40%
100%
50%
100%
100%
100%
33%
100%
8%
50%
4%
9%
6%
100%
50%
100%
100%
33%
25%
100%
100%
100%
100%
100%
25%
20%
100%
100%
100%
3%
50%
100%
100%
50%
100%
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Top Mid-Skilled IT Jobs in Demand

Based on a review of job postings, the top2T0j a

include:

1 Systems administrators,

1 Network analysts/engineers/technicians,

%

RSYI YR

i KI

i NBIj dzi N

1 Software developers/programmers/enginedigith an emphasis on cloud/javiaadoop, .NET,

and C/C++)

1 Help desk/technical suppbpositions,and

1 A wide variety of other positions.

¢rotS ¢ O2yilAya |

tAad
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titles with fewer postings are listed after table ®&ote that securityrelated positions are agstion of
the jobs available, but a qualitative review of these jobs confirms that most of these positions have high
8SIFNBROZ RS&aLMA
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Table6 Employers Hiring Mi-Skilled Workers with Less than a Bachelor's Degree

Job Title

Systems Administrators
Software/Application Engineer
Network Analyst

Help Desk Specialist

Network Engineer

Cloud Engineer/Developer

Help Desk Analyst

SIGINT Specialist

Test Engineer

Programmer/ Programmer Analyst
SOC Analyst

Software Developer

System Engineer

Technical Writer

Web Developer

Configuration Manager

Data Scientist

Database Administrator

Desktop Support

Engineer

Help Desk Coordinator
Information Systems Security Specialist
Java Developer

National Defense Operations Analyst
Network Intelligence Analyst
NTMCSS

Operations Specialist

Penetration Tester

Security Engineer

SIGINT Reporter/Analyst
Signature Reduction Technician
Software Specialist

Systems Engineer

Source:Maryland Workforce Exchange Jobs Database

onb

Job Openings
18
12
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Other Job Titleg A 1 K 9 RdzOF G A2y | f
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IT Fields with Demand for MidSkilled Workers

.NET Developer

Acquisition Professiora

All-Source Cyber Threat Analyst
CASS

CNO Engineer

Communications System Analyst
Computer Network Exploitation Analyst
Computer Security Systems Specialist
Intermediate

Configuration Analyst

Cyber Analyst

Cyber Exercise Scenario Planner
Cyberspace Interripnal Affairs Analyst
Deskside Support Specialist

Director, Technical Operations
Electronic Warfare Technician
Embedded Software Engineer
Engineer Signal Construction

Field Technician

Full Scope Poly Linux System Administrator
Full Scope Poly Software Emeger
Information Specialist

Information Systems Security Officer
Intelligence Analyst (Cyber)

ISSE

IT Analyst

IT Consultant

IT Help/Service Desk Analyst

IT Manager

IT Operations Analyst

IT Performance Management Specialist
IT Project Manager

IT SecurityAnalyst

IT Specialist

IT Support Engineer

IT Support Specialist

Linux System/Software Engineer
Malware Reverse Engineer

wSljdANBYSyida [$aa G(KIy

f
f
f
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Mobile Engineer

Multi-Media Designer

National Defense Operations Analyst
Associate

Network Engineer/System Admin
Network Threat Maliciosi Code Reverse
Engineer

Oracle DBA

Program Assistant

QA Engineer Junior

Queue Coordinator

Service Desk Analyst

SharePoint Designer

SIGINT Collection Manager
SIGINT Geospatial Analyst
SIGINT Trainer/Instructor
Software Automation Tester
Software Engineer

Sdtware Test Engineer
Software/System Architect

SQL Developer

Storage Network Engineer
Subject Matter Expert

Support NT/Unix Technician
Systems Analyst

Tech Support Engineer

Tech Support/POS Specialist
Technical Analyst

Technical Lead/Release Manager
Tester

NOC Technician

Traditional Compliance Reviewer, Mid
Trainer

Unified Communications Engineer
User Support Specialists

Win 7 Refresh Tech

Windows Compliance Reviewer

In interviews, employers reported th#éte following functionalwork areashaveentry-level positions for

g2 NJ] SNE&

gAUK fSaa

advancemerntt

1 Help Desk/Technical Support
1 Network Operations Center (NOC)/ Security Operatioester (SO)ccupations

@rfd lafford dn oppdrtubity 3ot gaINEXperieRcri NaBBedr
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9 Training Instructors
1 Multimedia/Web Development

The requirements for these areas of work usually include a combination of education, certification,
and/or experience; and workers without the prerequisite experience or educatioa sometimes hired
because they have the right certifications, are working on a degree, or have some experience
Employers report thathey have hired recently in areas of work, either because treygrowing or to
replace workers who are progress intgher skilled positions.

Career Pathways with Entry Points as Blelp Desk/ Technical Support
Technician

Technical support and help desk operations are often subdivided into tietsvels (L1, L2, L3), to
efficiently triage problems and route them to # appropriate specialist. Engyers reported that tier |
G§SOKYAOFf &adzZlJLl2NL LRaAGA2ya INB 2F0Sy | @FAtlrotS
workers with an opportunity to determine and develom @rea of specialization. Tier | suppast

typically responsible for basic customer support for desktop/device technical support issues, basic user
administration, and application support, although the specific requirements differ by employer. Typical

job titles for technical support technicianscinde:

Technical Support/Help Desk Specialist
Help DesK echnician

Help Desk Analyst

IT/Help Desk Coordinator

Data Center Technician

=A =4 =4 4 =4

The requirementdor most positions are a higtclkool diploma progress toward obtaining a technical
RSINBS 6! aad0SH 2NMA 0ZNIJa2YS AyRdzZAGNE OSNIATAONGAZ2)
or other desktop support certification), customer service skills, and some experience ingasiiport

or troubleshooting (See Figure 4).

Career Pathways in an Network Ogration Center orSecurity Operation
Center

Network Operation Center (NOCand Security Operation Center (SOC) Positions

Network Operation Centers (NOCSs) provide critical monitoring and operations services for networks that
must remain available and onén Workers employed in a NOC perform network monitoring, incident
response, communications management (including unified communications), and reporting and
resolution of problems.The operations of a NOC can include help desk/techsiggport functionsin
addition to technicians to performetwork managemenand troubleshootingnetwork architecture and
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engineering, systems administration, and other functions. Some NOCs are operated internally and
others are implemented by IT service providerso suppoi G KSANJ Of ASydiaQ aSNIDS
information infrastructure

Employers who operate NOCs describe the NOC as a good career starting point for workers who have
200FAYSR a42YS OSNIATAOI GA2ya, wherg/ Rey bif el thJga 'y ! &
SELISNASYOS gKAfTS GKSe& 0O2yiAy d& wilh dhben dddiidpamiddegel NR |
and senioflevel career opportunities.

Figure4 Career Paths ifechnicalSupport and NOC/SOC Operations

Network Gl
Engineer/ CASP
System — Architect
Administrator el

CWNA

/
High Wage

ISSAP \
ISSEP

CCDA

$22-$70 Level Il
h User Support
[PEHF Ity Technician

Technician

er hour
P MCSA CCNA

SE2S
g "
Mld Wage Technician GSEC Specialist/
Analyst
CCNA
-Security
per hour GCIA
Level | User Sscp NEak RHCSA CCNA
Technician Technician Sscp
Entry Level
Wage Entry-Level iET Entry-Level RHCT
$11 $18 User Support \e]e: .
= HDI-CSR T Network+

/ Key Starting Requirements Legend \
A High School Diploma
Entry A Clear criminal background check @ internship/Entry-Level Position
Req uirements A Entry-Level Certifications @ Experienced Position

A Strong math and reading skills ) I
A Interegst in Computing ar?d Networks @ industry-Recognized Certifications

\ A Reliable Transportation j

Table7 Certifications and Providers

Certification Name Certification Provider
CCNA Cisco Certified Network Associate Cisco
CCNASecurity Cisco Certified Network Associgecurity (CCNS&ecurity) Cisco
CCDA Cisco Certified Design Associate Ciso
iET iET Service Desk Analyst Service Desk Institute
HDICR HDI Customer Service Representative Help Desk Institute (HDI)
MCSA Microsoft Certified Solutions Associate (MCSA) Microsoft
MCSE Microsoft Certified SolutionExpert (MCSE Microsoft
MCSD Microsoft Certified SolutionBeveloper (MCSD Microsoft
MCITP Microsoft Certified Information Technology Professional Microsoft
RHCT Red Hat Certified Technician Red Hat
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Certification Name

Certification Provider

RHCE Red Hat Certified Engineer Red Hat

RHCSA Red Hat Certified System Administra Red Hat

LPIC Linux Server Professional Certification Linux Professional Institute
VCPEDCV VMware Certified Professionali@ata Center Virtualization VMware

CWNA Certified Wireless Network Administrator Certified Wireless Network Professional
Sever+ Server+ CompTIA

Linux+ Linux+ CompTIA

A+ A+ IT Fundamentals CompTIA
Security+ Security+ CompTIA
Network+ Network+ CompTIA

CASP CompTIA Advanced Security Practitioner (CASP) CompTIA

CEH Certified Ethical Hacker (CEH) ECCouncil

ECSA ECCourtil Certified Security Analyst ECCouncil
CSSLP Certified Software Security Lifecycle Professi¢@&SLP) (IsC)2

CISSP ** Certified Information Systems Security Professional (CISSP) (IsC)2

ISSAP Information Systems Security Architecture Professioi&8AP) (IsC)2

ISSEP Information Systems Security Engineering Professional (ISSEP) (IsC)2

SSCP System Security Certified Practitioner (SSCP) (IsC)2

CISA Certified Information Systems Auditor (CISA) ISACA

GCIA GIAC Certified Intrusion Analyst (GCIA) GIAC

GCED GIAC Certified Enterprise Defender (GCED) GIAC

GCIH GIAC Certified Incident Handler (GCIH) GIAC

GSEC GIAC Security Essentials Certification (GSEC) GIAC

GSNA GIAC Systems and Network Auditor (GSNA) GIAC

C/C++ C/C++ Certified C++ Institute
Python Python Programming Language Proficiency Not a Certification
Java Java Programming Language Proficiency Not a Certification

Notes: CompTIA is tteomputing Technology Industry Association, ISACA is the Information Systems Audit and Control AsGdAi@tisrthe
Global Information Assurance Certification, and Carnegie CERT® refers to the Carnegie Mellon Software Engineering RisEtute @SSP
Associate this means the individual has qualified for the certification except for the number of gepesience.

The occupations of workers in a NOC vary based on the needs of employers but can include:

=A =4 =4 4 -8 4 8 -8 -8 A

Network Technician
Network Engineer/ Junior NOC Engineer
Telecommunications Specialist

Information Technology Specialist (Network Services)

Server/Netvork Administrators

Hosting Operations Specialist (hosted servers)
Help Desk Technician (Levels I, I, and IlI)
Unified Communications Engineers

Wireless Engineers

Solution Architects

Security Operations Centers (SO@&re also mentioned by employers as amea of growing demand.
SOCs araledicated site where enterprise information systems includingeb sites, applications,
databases, data centers and servers, networks, desktops and d¢vezesare monitored, assessed, and
defended. Workers beginningareers in a NOC can sometimes specialize in a secelded field that
leads to employment in a SOC, but positions in a SOC typically require a minimeryea® of work
experiencel YR | NS Y2NB fA]Sfte
several career pathways are available that often begin with an daugi technical support position or
position as a NOC technician.

(.2 Withidb thede|pd&sk/NOC/SOCTKI&E 2 N &
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Career Pathways for Instructors andsoftware Training Professionals

Figure5 Booz Allen Hamilton Training and Instruction Occupations

. Occupations in Training and Instruction
20
=)
o O - S
& [a)] Training Data Training Quality Multlmedla Progr_amm_er/ Instructional
@ @ Engineer Ill Software Assurance Graphic Multimedia Systems
a o Architect Il Specialist 11l Artist 111 Developer IlI Designer IlI
(=)
= c
§ m Training Data Training Quality Multimedia Programmer/ Instructional
© Engineer II Software Assurance Graphic Multimedia Systems
Architect |1 Specialist 11 Artist 1 Developer Il Designer Il
()
=
S .
TU 4
& T = Training Data Training Quiality Multimedia Programmer/ Instructional
o . Software Assurance Graphic Multimedia Systems
> © Q2 Engineer | ) L W
[ > o Architect | Specialist | Artist | Developer | Designer |
=<cnQ
& (@)
g ]
=
Provides data engineering or Performs quality Provides technical Provides Conducts training
Software training to support all assurance reviews knowledge and programming and  analysis, designs and
types of training development of all the types of  expertise on multimedia support develops training
projects, including systems training products,  computer graphics, for training curricula, designs
design, selection, development, including digital photography, projects, including and develop
integration, and support. instructional videography, Flash authoring content multimedia/web story
material, animations, etc. in various authoring boards and training,
storyboards, languages. and measures and
multimedia evaluates
products, etc. effectiveness of
training.
\_ Legend: @ internship/Entry-Level Position ([l Experienced Position [l Experienced Position > 4 Years )

Source: Booz Allen Hamilton GSA Schedule MGBISCategories

Some employers interviewed for the study prwisoftware training to corporate, institutional, or
government clients. They maso train students to prepare for certificatioasd provide other types
of instruction. These employers report that themnsiructors must have completed the training for
which they are providing instruction, but often do not require prior work expergeto deliver the
course instruction. These positions are sometimes available to workers with limited experience.

The online job posting database did not contain many jobs fordokirs (only 3 were identified)

however Booz Allen Hamilton, one of thdS 3 A 2 y Q& f | NH S & GskilBdvidtker Sfakd KA NRA
government employers a contracted supply of workers who can meet the government requirements for

SIN 8744 (Training Services). These include workers in six occupational areas describacki.Figor

lower level occupationgyositions are filled with entyevel workers or workers with one to four years

of experience and a high school diplomdigherleveloccupations (levels Il and 1l1) are filled by workers

GAGK | YAYAYdzYde@eée. The ardaOdf Fdinthdlddciude data engineering, software
architecture training, training in quality assurance, graphics training, programmer and multimedia
training, and instructional systems design.
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Other Mid-Skilled Careers in IT

Multimedia / Web Development Programming

A few employers mentioned that positions as graphics developers, web developers, and web
programming and software engineering NS 2 OOl aAz2yltfte I @FrAtlofS (2 &
degree. For these positions, some eoydrs emphasized that 8y prefer to hire workers withither a

broad set of experiences working in different programmamgguage®r workers who have completed a

. OKSf 2NNR&a RSANBS® 9YLX 28SNAE NBLRNI (KlImingd KS&s$s
languages or frameworks and demonstrate a level of curiosity, ability to learn new languages, and self
motivation to increase the breadth of their programming/IT skills.

Employers mentioned ongoing demand fdava programmerswhich wasalso confirmed in job
openings) and several employers reported active hiring for experieroed cevelopersif particular,
workerswith experience in SQL, Jat#ux, Scripting.anguagde.g. Javascript), .NET, C#, C++, CSS, and
Python).

Other Mid-Skilled Opportunities in IT

Beyondthe abovenoted areas of demand for miskilled workersltfelp desk, NOC/SOC, instructors, and
multimedia/web development/programmingemployers also made note of other ns#illed jobs for

1 Workers with onsiderablemanagement expegnce (there is an opportunity for notechnical
workers to becomeroject managers),

1 Workers with rong technical sales experiencémust be able to learn new technologies and
services quickly and put together meaningful solutions for clients),

1 Workers wih significantmilitary experience (some employers report that they have hired
veterans who have software testing experience or other transferable skills)

There may be opportunities to develop talent pipelines around workers with these backgrounds, but
interviews suggested that the hiring in theseas is not as large as théorementioned areas.

Mid-Skilled Careers in Engineering Technology

Fields of Engineering Technology

Between July 2014 and June 2015, there were 94 employers in the-tbredgy are that posted
engineering and engineering technologylvertisements. Electronics engineering was the top in
demand field of engineering technology, with 168 job openings, followed by general and other
engineering technicia (126 openings). Other areas demand included lectrical technicians,
specialized drafters, and other varieties of engineering technicians (See Table 8).
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Table8 Job Advertisements by Field of Engineering Technology

Type of Technician / Technologist Opgﬁit;gs
Electronics Engineering Technicians 168
Engineering (General) 116
Other Engineering Technicians 10
Electrical Technician 8
Other Drafters (Specialized) 5
Mechanical Technicians 4
Industrial Engineering Technologists 3
Civil Drafters 2
Industrial Engineering Technicians 2
Civil Engineering Technician 1

Source:Maryland Workforce Exchange Jobs Database

Employers Hiring Engineering Technicians

Figure6 Industries the are Hiring Engineering Technicians

Defense

Aerospace Manufacturing

Industries
Environmental in Anne Arundel,

Consulting Howard, and Baltimore
Counties that Employ
Power Engineering Technicians ey

Utilities Communications

: : IT Software,
Engineering &

Construction

Systems, and
Cybersecurity

Thereare a wde variety of industriesn the threecounty areathat hire engineering technicians. The
largest employers are those in the defense and IT systems integration/cybersecurity fields, but there are
also employers in telecommunications, offshore energy god gas as and likely wind energy in the
future), environmental consulting, power utilities, manufacturing, and other industries (see Figure 6).

Defense contractors and businesses linked to Fort Meade are the top eempl@f engineering
techniciansand are expected to represent the main businesses hiring engineering technicians in the
future. More than 51,000 people currently work on Fort Meaaled there are over 95 defense
contractors with offices in the surrounding areaccarding to the Fort Meadelllance Annual Report
2015, continued growth over the next five yed29152020)will add more than 2,300 new jobimked
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to activities at Fort Meadeand an additional 6,000 to 9,000 employees currently working in leased
space around the region will moveside the gates.

Raytheon, KEYW Corp, Oceaneering International, Northrup Grumman, Michael Baker Corporation,
ManTech, Bridges Consulting, CACI, Computer Sciences Corporation, Cubic Corporation, CyberCore
Technologies, Entegra Systems, and HewRettlard were the top companies hiring engineering
technicians between July 2014 and June 20BE&ch of these companies advertised for at least five open
engineering techniciapositions throughout the year. The remainder of companies had fewer open
positionsand a large number had just one opening during¢barse of the year (See Tablg 9

Table9 Job Advertisementdy Employer: Electronic Engineering Technicians and Engineering Technicians (General)

Electronic Engineering Technician . Engineering Technician (General) Job

Job Openings .
Employers Employers Openings
Raytheon Company 25 Oceaneering International, Inc. 9
KEYW Corp 12 Northrop Grumman Corporation

ManTech International Corporation
Bridges Consulting, Inc.

CACI International Inc.

Computer Sciences Corporation
Cubic Corporation

Michael Baker Corporation
STV Incorporated

Honeywell International Inc.
McCormick & Company, Inc.
Chameleon Integrated Services

CyberCore Technologies LLC Intralox LLC
Entegra Systems Johnson, Mirmiran & Thompson, Inc.
Hewlett-Packard Company KEYW Corp

CRGT Inc.

Data Computer Corporation of America
M.C. Dean, Inc.

Northrop Grumman Corporation
ProObject, Inc.

CyberCoders, Inc.

Exelis, Inc.

Lockheed Martin Corporation

ProSync Technology Group

Varen Technologies, Inc.

Booz Allen Hamilton Inc.

Flash Technology Group LLC.

General Dynamics Information Technology
General Electric Company

Leidos Holdings, Inc.

MOSAIC Technologies Group, Inc.

Parsons Corporation

Ross Technologies, Inc.
Sotera Defense Solutions, Inc.
The ACI Group, Inc.

2HB Software Designs, Inc.
AT&T, Inc.

BCT LLC

Belcan Corporation

Bingham Technical Solutions
DRS Technologies, Inc.
Exceptional Software Strategies, Inc.
General Dynamics

Harris Corporation

P PRPPRPRPPEPEPEPNMNDNDMNODMDND DN DNMNMNNNEPRPOWOWOWWWSDDDMESMOOOOOoOGOaOaaoao o N

Parsons Brinckerhoff, Inc.

Stanley Black & Decker, Inc.

ABM Industries, Inc.

AECOM International/lURS

API Technologies Corporation
Baltimore Aircoil Co.

Booz Allen Hamilton Inc.

Brocade Communications Systems, Inc.
Burns & McDonnell

CBRE Group, Inc.

Chugach Alaska Corporation
Continental Technologies, Inc.
GDKN Corporation

Gray & Son, Inc.

Guest Services, Inc.

Holiday Inn Express Baltimore - BWI Airport
West

IET, Inc.

Knowledge Consulting Group

L-3 Communications Holdings, Inc.
MRA

Randstad US

RMF Engineering, Inc.

Textron Inc.

The Robert B. Balter Company

PR RPRRPRRPPRLR P RPRRPRRPRPRRPRRPRREPRPRREREPBNNNMNNODNWOWS-NOD®
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Electronic Engineering Technician
Employers

Honeywell International Inc.

InfoTek Corporation

Intelligent Decisions, Inc.

Minerva Engineering, LLC

NBS Enterprises, LLC

Oceaneering International, Inc.
Preferred Systems Solutions, Inc.
SAK Construction, LLC

TASC, Inc.

Textron Systems: Unmanned Systems
The Josef Group, Inc.
Source:Maryland Workforce Exchange Jobs Database

Engineering Technician (General) Job

Job Openings Employers Openings

[N
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Mid-Skilled Engineering Technician Employers
Among the 94 employers hiring engineeritachnicians only 12 employers (13% of employers) had

engineering technician positions that were &NJi A A SR | & NBI[dZANAYy3I fSaa GKIy
education tangingF N2 Y | KA3IK aOK22f RALX2YF (G2 |y ! &aaz2o0Al
Whitney Bailey Cox & Magnarind PRIME AE Group were the only employers to offer multipledtwo

Y2NBUO LRarAdGAzya o0St2¢ GKS .| OKSft2NNRa RSINBS t S@St

Table10 Mid-Skilled Engineering Technology Job Openings in the Hireenty Area

Total Share of
pr Engineering Engineering
Employer Postings < Job pr
Bachelors Postings Postings <
Bachelors
Raytheon Company 7 26 27%
ABM Industries, Inc. 2 3 67%
Whitney Bailey Cox & Magnani, LLC 2 2 100%
PRIME AE Group 2 2 100%
Booz Allen Hamilton, Inc. 1 1 100%
Bridges Consulting Inc. 1 1 100%
CSX Transportation, Inc. 1 1 100%
PRIME AE Group, Inc. 1 3 33%
Oceaneering International, Inc. 1 10 10%
STV Incorporated 1 5 20%
LGS Innovations 1 2 50%
Sheet Metal Fab 1 1 100%

Source:Maryland Workforce Exchange Jobs Database

Top In-DemandEngineering Technician Positions

Test Engineers

The top highest demangosition in engineering technology is for Test Engineers (109 job postings
between July 2014 and June 2015). The majority of job postings are for positionsgreeatment
defense contractors. The scope of wder for test engineers includes integration of software and
hardware components foa variety of defense systemsSomepositions fortest engineer positions
require only a high school diploneand these workers are employed primarily in system assembly and

34 Field Guide Consulting



automated testing g KAt S 20KSNJ G4Said Sy3aAiAySSN ladihese w@kérd NB | dz)
typically have highelevel analyticaland designresponsibilities Most positions require a security

clearance andmost require at least two years or previouslavant work experience.Many of the
advertisements by defense contracts encourage veterans with prior military experience to apply.

Technicians(In the field of Mechatronics)

Mechatronics technicians combine mechanical, electronic, and software iskite fields of robotics,

defense systems, renewable energy systems, controls, datavesy, computer forensicgomputer

device repair and otheareas; many of the test engineer positionsse mechatronics competencies.

While only a few job postings haS Y Sy A2y 2F aGaYSOKIGNRYyAO&as¢ +a |
electrical controls techniciandorensics intrusion analysts, and some test and field enginstte
medhatronics skillsequirementsexplicitly.

Field Engineers/Technicians/Inspectors

Fidd engineers are employed bgivil engineering firms, consulting engineers, aeavironmental
consulting firms tocollect field measurements and samples. They are employedcduystruction
companies to coordinate and direct the work of skilled trades warket a job site, by civil engineering
companies and governments to inspect infrastructure such as highways, pipelines, bridges or marine
structures, andby manufacturers tgerform quality control and quality assurance functions. The exact
job duties offield technicians and inspectors vaoy employer.

CAD Drafter+

There is demand for CAD drafters in several engineering technology positions. Employers report that
generalized drafting work is in decline, but applied drafting for civil engineering nagchanical

engineering continues to have stable demand forworkér&K A f S 2 LISy Ay 3a F2NJ I a/ ! 5
to appear, most open positions list CAD as a required area of skill or experience, rather than in the
occupation job title.

Electronics Techricians

Electronics technicianassemble, troubleshootepair, modify, inspect, and test printed circuibdrds
and other electronic products/components In some positions thegerform assembly or mechanical
components, test computing operating systemeftware, drivers, and other programs and perform
other duties with electronic controls armbmponents Several of the electronics technicians positions in
the region are with defense contractors, but a portion of these jobs are available in other iedustri
including power utilities and offshore/marine employers.

Other Engineering Technician Occupations

There are a variety of other engineering technician job titles in jobs advertised online (see Table 11), but

no large cluster of similar positions. imerviews, some engineering employers reported hiring
occasional technician positions, but most reported that their planned and current hiring needs were
F20dzaSR 2y Sy3aAYySSNE 6AGK | YAYAYdzy 2F | .| OKSf 21
t26FNR F . OKSt2NRa Ay SyaiAySSNAy3Io®
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Table11 Mid-Skilled Engineering Technology Job Openings in the THZeenty Area

. . . . Job
Field of Engineering and Job Title Openings
Civil Drafters 2

CAD Drafter - bridge/highway design 2
Civil Engineering Technician 1
Traffic Field Technician 1
Electrical Technician 6
Engineering Technician 2
Electrical Test Technician 2
Communication & Signals Management Training Program 1
Electrical Engineering Technician 1
Electronics Engineering Technicians 129
Test Engineer 109

Electronic Technician
Field Engineer
Electrical Controls Technician
Engineering Technician
Electrical Engineering Tech
RF Technician
Test and Integration Technician
Industrial Engineering Technicians
Engineering Technician
Plant Engineer / Manufacturing Manager
Mechanical Technicians
Mechanical Technician
Mechanical Designer
Other Drafters
CAD Drafter
CAD Drafter/Structural
Drafter / CAD Operator
Other Engineering Technicians
Engineering Technician
Engineering Technician/Construction Inspector
CAD Drafter
High Performance Computing Engineering Technician
Engineering Aide
Engineering (General)
Engineering Technician
Computer Forensic and Intrusion Analyst
Magr. Electrical Engineering
Magr. Structural Engineering
Lead Building Engineer
Biopharmaceutical Manufacturing Associate
Operations Specialist
Chemical Engineering Technician
Controls Engineer
Engineering Tech Electrical
HSE Engineer
Mechanical Design Engineer i Entry Level
Mechanical Engineering Lead
Process Engineer
Automation Technician
Consultant, Field Systems Engineering
Industrial Engineering Co-op
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Field of Engineering and Job Title Job

Openings
Materials Engineering Co-op 1
Mechanical Engineering Co-op 1
Maintenance Technician 1
Aviation Electrical Engineer 1
Design Engineer 1
Electro-Mechanical - Cordless Fastening Innovations 1
Electronic Technician 1
Geotechnical Technician 1
Mechanical Design Engineering Technician 1
Equipment Design Group Technician 1
Production Technician 1
Safety Manager 1
Safety Officer (Training) 1
Drafters 1
Drafter 1

Source:Maryland Workforce Exchange Jobs Database

Career Pathwgs in Engineering Technology

While employers in many industries hire émgering technicians, the desired education, skills, and
experience for technicianwaries by industry and employer The greatest current demand for
engineering technicians is in the defense contractor sector where techniciarsrgieyed for testing,
maintenance, and deployment of systems for missions. Defense contractors do not have uniform career
pathway for workers at the engineering technician level; rather engineering technician careers vary by
company, depending on the type of manufacturing orvéms provided by the defense contractor. In
addition, no standardized scope of competencies is defined for engineering technicians.

Mechatronics is a field of engineering technology that is closely aligned with the needs of some defense
contractors inthe region. Anne Arundel Community College has recently added a mechatronics
technician certificate program to prepare workers for mechatronics positions at defense contractors and

other employers. The program is built around the Siemeaarifi€ation inMechatronics. Thene-year

program leads to a certificate that prepares students to pass the Level 1 Siemens certification. The
Siemens Level 1 certificatidypically does not appear as a specific job requirement, however, many of

the skills desired bgmployers are covered irhé Level 1 competencies. Thevel 1 certificate may

provide an oaamp for students to pursue a career in the field of mechatronics, however, the job
LRadAy3a (GKFG R2 y20 NBIljdZANBE | . dHak PeviodsiitarR S I NB S
experience and are able to (or already have) a security clearance.

Careers in mechatronics have varying levels of educational requirements, but the highest demand within
the field is for electrical, mechanical, and electronicgjieaers who can design, test, and manage
mechatronic systems and their components. In order to progress into highel positions, workers
GeLAOlItfte Ydzald O2YLX SGS | .nhi@&iSg(ddyire BSIANBES Ay |
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Figure7 Career Pathways as a Mechatronics Engineering Technician

4 N
Level Description Example Job Titles

A Test Engineer (High Level)

() Level 3 Mechatronics Professionals are engineers - . e .

% that design, manage, and improve mechatronics A Field Engineer/Technician (High Level)
g o) VTN systems. These workers are experts in complex A Controls Engineer _ ;
02 SRR echatronics systems and are able to define functional A Design Engineer/Mechanical Designer
'g_(g (Level 3) requirements, utilizing knowledge of machine elements, ﬁ CAD Drafter/Operator
DG actuators, pneumatics, and electric devices to design \ Electrical Engineer
&< particular mechatronic systems. They communicate A Electric Power Engineer

[ design ideas using CAD tools, program machine Engineering Specialist

oM

A Consulting Engineer
A Missile Systems Engineer
A Test Software Engineer

networks, establish maintenance schedules, perform
comprehensive systems tests, and other advanced

tasks.
O o Level 2 Mechatronics Technicians work with modules A Test Engineer (Mid Level)
2o o and components in complex mechatronic systems to A Field Engineer/Technician
.a:a 3 g assess, analyze, manage, investigate, repair, and A Controls Technician
3 [la) Mechatronics troubleshoot systems with the goal of system efficiency, A Communications and signals control
< 8 ) Technician cost optimization, and process control. Technicians technician/intern
"'i 25 (e 2) derive and determine parameters for mechatronics A Electrical Test Technician
= < _“C’ systems, measure, interpret, and analyze A Electrical Field Engineer
=72 % microcontroller and mechanical values, perform A Electronics Technician (Mid Level)
> Sm maintenance, program modules and systems, install A Engineering Technician

software, apply process control technology, and other A HSE Engineer

) tasks. ; .
+_ £ The Level 1 Mechatronics Assistant is a trained é ;?eﬁgngéziir%gﬁr?ﬁ?ﬁ
= © g machine operator in a complex system with A Electronics Technician (Entry Level)
[SICIN) ) responsibility for efficient operation of machinery with - y
T o Mechatronics o . ) . A Assembly Technician
8¢e i Assistant minimal downtimes. They are typically employed in A RF Technician
28 (Level 1) assembly sites, workshops, technology labs, and in A Safety Officer
=) 8 < connection with service operations that use complex A (ieemeien e
T = mechatronics systems A 9 o
S Test Technician (Laboratory)

~

Legend: Some Previous Work Electronics, Mechanical, Electrical EIectrpnics, Mechanical, Electrical \
\_ o Experience Required - Experience Required > 2 Years — Experience Required >4 Years ~ /

Sources: Siemens Mechatronics Certifications Levg|sAbhalysis of Maryland Workforce Exchange Jobs Database

Current Educational Capacity: CybersecurityT and Engineering Technimgy

Anne Arundel Community College (AACC), Baltimore County Community COIEB§E and Howard
County Community CollegeHCQ each provide certificate level programs and associates degree
programs leading to educational credentialsGybersecurity]T and engineering which are generally
aligned with the occupations that are in demand.

In 2013, AACECBCandHCChad total combined enroliment of 2,809 in-idlated programs below a

FOKSf 2ND&a RSANBS ofl GSad RI tiidatesradildégteésaver&awarded L y
to graduates of these programs and in 2014 a total of g&fificates and degrees were awardetlhe
increasefrom 2013 to 2014s attributed mainly to increased graduates at AACC. This includes

1 Increased graduates fro the AACC Cisco Certified Network Associate (CCNA) program which is
an attractive entrylevel credential for workers in NOC positions (112 graduates in 2014),
T 'y AYyONBI&S Ay 3INIYRdzZri4S& FNRBY !'1/ /] Q& DSYSNJIf
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1 An ingease in the AACC Advancldtwork Security Certificate, which prepares workers with
previous network experience for nestep careers in a Security Operations Cen(g®
graduates in 2014)ynd

1 Increases in graduates of other AACC certificate programseiwork security, server
administration and security, cyber technology, and computer network management as well as
AYONBIF&aSa Ay !aa20A1GS5SQa RSINBSa Ay AYyF2NNI G2
information systems.

CCBQilso increased gradues in selected programs includimgtroduction to geospatial applications

and advanced geospatial applications (which align with some engineering technology positions), and
AYONBIFaSa Ay ! 2aa20A1FG§SQa RSINBS 3 NdtidR tathfolgy, ardy G K NB
network technology. Certificates and associates degrees in IT fields were H&@Chetween 2013 and

2014.

In engineering technology programs, the three community colielgad combinedenroliment of 510

students in 2013. The defjes had a total of 91 graduates for certificate and associates degree
programs in 2013 and 81 graduates in 2014. The low graduation to enroliment raitibsitable
mainly to afewCCBC 4 42 OAl 1SQa RSANBS LINR INI Ya gréek bwiardedl @S KA
Most of the open positions for engineering technology positions in the Maryland Workforce Exchange

Jobs Database are concentrated in Howard and Anne Arundel Counties, but about half of the graduates
from Associates and certificate level grams are from Baltimore County Community College.

New Programs in IT andeEngineering Technology

As mentioned earlier, Anne Arundel Community CollégeQ¢has ecently added two new programs:
a mechatronics certificate level training prograand a cylersecurity certificate program, both of which
are supported by a DOL designed around workforce development forskiittd engineering and
cybersecurity Each of the programs is tailored to provide ereyel credentials necessary for workers
to begin wak as a cybersecurity professional or a mechatronics engineering technician.

A total of 97 participants enrolled in the mechatronics program and 50 enrolled in the cyber technology
program. Program managers reported that the program is new &nte will be needed to followthe

career paths of graduatds order tounderstand theextent of thesuccess of the prograsn but initial

indications are tht the prograns are achieving some success: 44% of cyber technology students
completed the program and entedeemployment (24% were still enrolled in the program as of August,

2015). About half of the mechatronics program students (49%) completed the program and a third

(36%) entered employment. Those who did not enter employment instead opted to continue their
d0dzRAS& YR LINPINBaa G26FNR |y 1a3a20AFG5Qa RS3IAINBS
demand for hiring of graduates was high and workers did not continue studies due to a lack of demand

from employers.
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Tablel2 Errolment, Completion and PosPr ogr am Empl oyment of Students in AACC’s
Programs, September 2024August 2015

. - Entered

Program Participants Completers Still Enrolled Employment
Cyber Technology 50 (100%) 22 (44%) 12 (24%) 22 (44%)
Mechatronics 97 (100%) 48 (49%) 22 (23%) 35 (36%)

Source: AACC, National STEM Consortium

Those who completed the programs and progressed into employment found work in a variety of jobs
related to their field. Mechatronics employers hiring grashsgincluded employers in automation,
distribution, manufacturing, and product design. Employers hiring from the cyber technologies program
included government agencies and IT support departments for businesses. A representative set of job
titles of worlers hired from the program are listed below.

Mechatronics jobs

Maintenance Technicidd
EquipmentRepair Technicia@
Automation Technicia@
Amplifier Technicia®

Design Engineé&r

Quiality Engineed

Panel Fabricator

=A =4 =4 4 -8 4 A

Cyber Technology jobs

IT Support Techaian

Helpdesk Technici&h

Service Desk Technicfan

Network Technicia@

Lab Technician

Network Operations Center (NOC), Tier 1 Technician
Network Speciali€d

Network Operations Speciali3t
Computer Network Specialist
Customer Support Enginger
Technical Syport Enginee®

Technical Call Center Representative
Help Desk Analyst

=4 =8 =4 =4 -4 4 -8 —a -4 - -8 -8 -4

The cyber technology positions were roughly aligned with jobs found in a NOC or SOC, but may also be
employed in other organizations.
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The AACC studentsho did not complete the prograsfaced a number of barriers throughout their
program participation.According to the program managerbetmajor factors that lead to student drop
included:

Loss of childcare,

Loss of transportation,

Loss of housing (foreclosure/eviction/homelessness)

Changes in family situations/need to bring in income,

Related/unrelated job offers too good to turn down,

Sudent no longer interested in the program (withdrawal), and

Program dismissal (poor academic performance, academic dishonesty, behaviores, issu
unreliable attendance, etc.).

= =4 =4 =4 -4 4

Specificexamples for the students in the programs included unexpected pregnameesing to get a

job to support their partner; grieving for the loss of a parent, grandparent or child; giving up a newborn
for adoption; vehicle accident and related limb amputation; other medice#iguired surgeries; and
relocation.

Best Practices and Alternative Training Models

While AACC provides some levels of support to students facing barriers, the support structure is
different from that offered in some other workforce development programs such as Year Up (offered
through Baltimore City Community College) and Per Scholas (based in NYC) that have notably high
completion and placement rates. Year Up and Per Scholas programsarfferahensive and intensive
wrap-around support services that are designed around common barriers. For instance, Year Up
provides a stipend to students to meet basic financial needs, which helps to lower the number of
students leaving the program becauseey need income. These programs also coordinate to help
workers gain access to childcare, transportation, and housing. Beyond addressing barriers, these
programs also streamline the acquisition of credentials needed for an IT career: for instancepYear U
participants complete training leading to college credits and a paid internship that forms a close
relationship with an employer.

According to an interview with the national Year Up program directilowing their time at Year Up,
most students contine to work fulltime and work on completion of a college degree. The graduation
NIFGS 2F . I Up paNidphidss 0s368% &hd 8% of Baltimore graduates are employed or in
school fulitime four months following graduation, rates that are recognizedsame of the highest in

the US. The average wage earned Baltimore Citygraduates is $14.46 and the conversion rate of
internships to posinternship hires is 26%.
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Enrolment and Degrees/Certificates Granted

Tables 12 and 13 summarize the 2013 enmiinand the 2013 and 2014 degrees and certificates
granted at AACCCCBCandHCCF 2 NJ LINR A NJ Y a

0St2g6 |

F OKSf 2 NRa&

Tablel13 Enroliment and Graduations of IT Programs Below a Bachelor's Degree, AXCR;andHCC

College

AACC
AACC
AACC

AACC

AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
AACC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC
CCBC

Certificate /
Associates
Degree
CERT
CERT
CERT

CERT

CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
AA
AA
AA
AA
AA
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
CERT
AA
AA
AA
AA
AA

Program

Intelligence Analytics

Computer Information Systems
Information and Cybersecurity

Computer Information System: Database
Administration

Advanced Network Security

Cisco Certified Network Associate (CCNA)
Network Security

Server Administration and Security
Cyber Technology

Internet Application Development
Advanced Internet Application Development
Mobile Device App Development
Computer Network Management

General Technology

Computer Information Systems
Information Assurance and Cybersecurity
Computer Network Management

General Technology

Comp Sci Internet and Mobile Device Software
E-Business Management Certificate
E-Business Technology Certificate
Computer Applications

Information Management

Information Systems Security

CIS General Information Technology
Information Technology Support Certificate
Programming

Database

Object-Oriented Programming

Office Specialist Certificate

Advanced Geospatial Applications
Introduction to Geospatial Applications
Preparation for CISCO

Preparation for Network+

MCITP Certificate

General Networking

Information Security

Redhat LIMUX RHCT Certificate

A+

Computer Science

E-Business Management

E-Business Technology

Office Administration

Information Technology

Enrollment
2013

5
39
14

11

14
21
23
1
32
1
1

308

Certificates/
Degrees
2013
3
6
10
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[y
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N =
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Certificates/
Degrees
2014
1
10
15

1

59
112
47
4
19
0

o
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Certificate / Certificates/ Certificates/

College Associates Program Enrg(l)llrgent Degrees Degrees
Degree 2013 2014
CCBC AA Information Systems Security 140 8 32
CCBC AA Network Technology 435 34 a7
CCBC AA Geospatial Applications 30 7 9
HCC CERT Computer Support Technology 23 2 0
HCC CERT Network Administration 11 8 7
HCC CERT Web Developer 7 1 2
HCC AA Computer Engineering (ASE) 72 2 3
HCC AA Computer Support Technology 37 3 6
HCC AA Network Administration 42 6 8
HCC AA Information Technology 234 33 29

Source Maryland Higher Education Commission

Tablel4 Enroliment and Graduations of Engineering Programs Below a Bachelor's Degree, B&B8CandHCC

Certificate / Certificates/  Certificates/
- Enroliment
College Associates Program 2013 Degrees Degrees
Degree 2013 2014
AACC CERT Design and Drafting Tech 12 4 5
AACC CERT Electronic Engineering Tech 49 10 7
AACC AA Electronic Engineering Tech 48 10 13
CCBC CERT AutoCAD Operator 7 8 14
CCBC CERT CAD Architecture 17 14 6
CCBC CERT CAD Management 3 2 2
CCBC CERT CAD Mechanical Modeling 9 2 6
CCBC CERT Civil Design 4 2 0
CCBC AA Engineering Technology 140 8 5)
Computer-Aided Design for Architecture and

CCBC AA Engineering 105 8 5
CCBC AA Survey Technology 38 3 4
CCBC AA Industrial Electricity/Electronics 1 0 0
CCBC AA Computer Automated Manufacturing 1 0 0
HCC CERT Computer Aided Design Tech 5 3 1
HCC CERT Electronics Tech 5 10 1
HCC AA Electrical Engineering (ASE) 32 3 3
HCC AA Computer Aided Design Tech 21 2 7
HCC AA Electronics Tech 13 2 2

Source Maryland Higher Education Commission

Giving Workers an Opportunity to Gain Experience

Experience is one of the most important factors employers consider when seeking candidates. In
interviews, employers often noted that thayrioritized experience over education or certifications. For

job seekes without previous relevant experience, it is often difficult to fiekry-level positions that

afford theopportunity to gain experiencé

In interviews, employers were asked to comment on training models that would give workers access to
experience Employers were asked to note whiphrticulartypes of training would be most beneficial

for their business while providing workers with an opportunity to gain needed experience. Employers
were asked to comment on thiellowing types oftraining:
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1. On-the-job (OTJ training: When a new employee @ boarded it often takes a few months or
Y2NB F2NJ 0KIFG AYRAQGARAZ 3 62Nl Ay3 gA0GK GKS O2Y
o O1 IANRBdzy R &1 Affa | yR NI AY ksyf@En shbfidizédidfseS Y LI 2 & S
the cost of training an individual. OTJ traintggicallylastsless than 3 months.

2. Apprenticeshipsare longer trainingprogramsthat usually combine classroom/certifications
with years of experience. In the past, they @deen most common as a training strategy for
trades such as electrician or machinistit could be adapted for IT or engineering technology
fields. They typically last 2 to 4 yeatrs.

3. Internshipsare typically academic in nature and intended to give shigd@xposure to a field of
work and earn college credit. Internships also help an employer to identify potential future
candidates for open job positions in the future.

4. Directwork experiencetypically involves hiring workers to fulfill necessary r@ed functions.

It is not associated with education or earning college credits and instead provides workers with
handson experience in anccupation Work experiencé not limited to studentsit can be

focused m providing experience to dislocated werk or workers making a career shift. It gives
them the opportunity to gain relevant work experience in a hitgmand IT or engineering
technology field.

5. Training for ertifications: Certifications are career credentials that demonstrate that a work
has the skills, knowledge and abilities to perform a set of required tasks at a high level.

6. Other training Employers were asked thereeathere other types of trainig that would be
most beneficial.

% DI T UAOBO 0O0AAEAOAT AAO

There is a considerable ldva&f diversity among employers with regard to the type of training they think
would be helpful for their businessesSsome employers thought that several of the training formats
would be of benefit to their company, while others reported that none of ttaning formats would be

of interest (Note: Some ayernment contractorsreported that most of their contractegositions
require a security clearance and that there was no model of training that would be helpful in meeting
their immediate business needs).

The employer responses generally fell into three categories:

1 Larger employers andayernment contractors: These employers tend to prefer internships as
I YSIya 2F aONBSyAy3a F2N LRGSYGAlt ySg KANBaA
degree. Sme of these employers can envision using certificationsgacskilltheir workforce.
Most contractors either currently offer integhips or have done so in the pasand most
reimburse employees for the cost of obtaining new certifications
1 Smaller empoyers and enployers serving commercial clientsThese emplgers tend to prefer
on-the-job training aghe top preferrad means of training new employees. For those that are in
a fast growth mode, otthe-job training helps to offset the costs of briningwn employees up to
adequate training, but it is not seen as a substitute for possessing the prereqeishiteician
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skills, certifications, or experience needed for a positioBomeof these employers expressed
interest in an apprenticeship model as a ams of retaining certain workers who might
otherwise move to a different employer for marginally higher wagas with larger employers,
these employers encourage their workers to add new certifications and diversify their skillset.

1 Employers with a traning component in their business:Among other services,ome of the
employers interviewed providdechnology training leading to certifications for corporate
clients, individual students, and government organizationsThese employers were generally
open to any of the top three models that grant workers experieqaaternships, orthe-job
training, and apprenticeshipsand they were also expressed interest in developing innovative or
collaborative partnerships to train and provide work experience tokers who are new to the
IT field. Because students (and working students) are their customers, they are more interested
than other employers in shaping hiring and employment practices around the needs of students
as well as looking for ways to grow thaaining businesses. The exact model of trairimdpire
would still need to be explored, but as examples, one such employer suggested hiring graduates
to teach a course and another suggested that workers could be trained to work in other lines of
busilaa adzOK Fa GKFd FANNVQa bh/ YR {h/ aSNIWAOSa

While these three profiles of companies appear evident from the interviews, it is important to note that
individual companies differed somewhat in what they thought would be helpful, and also differed in
their level of interest in offering any form of new worker training at aBeveral of the mployers

struggled in the interviews to envision training that would be beneficial to their company for workers

gAGK2dzG | . F OKSf 2NIRa RS 3N&Biged that the nyagority2ofrtheiil positionS Y LI 2 & |
KFE@S + YAYAYdzY NBIdZANBYSydG 2F | . OKSf2NRa&d RSAINB!
gAGK2dzG | . OKSt2NDa RS3INBS gra az2yYSoKIG 2F |y dzy

a few selectd positions. Employers questioned whether workers without prior relevant experience

would possess the critical analysis skills to solve ¢exnproblems, research and create solutions to

problems on their own, or learn new technologies. The job ads sisatpnfirms that most employers
KANARY3I FT2N LRaAdGA2ya GKIF G RE gosSitonsdds pedepdlst a bingle I OK St 2
position - of this type during the year. As a result, most empleyaaw midskilled workers in IT and
engineering ¢chnology as a small part of their overall workforce, with limited hiring neesisecific

comments on the various training models are described below:

1 Onthe-Job Training:OTJ training was seen positively by more than half of the companies
interviewed. Smaller companies and younger companiesncluding those in a fast growth
phasec were more likely tobe interested in OTJ training as a means of offsetting the cost of
adding staff andreducing training costs Most government contractors- especiallylarger
contractors- werenot A Y G SNBAGSR Ay h¢W { Ndefdl yoathgiBbudingsR RA RY |
model because their placements must generally haxteyéars of experience or more. Only one
contractor, whichworks for commercial clients as well as goweent clients saw OTJ traing
as potentially beneficial to their company.
1 Apprenticeships:About a quarter of employers wetiaterested in offering apprenticeships, but
these employerausually ranked it behindther options such as OTJ training and mighips
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unless it was as a meansugs skillingand retaining their existing workforc&here were several

reasons that employers did not favor an apprenticeship: Government contractors reported that

they could not fill any position with an apprentibevel worker. Some norcontractor

employers thought the field of IT was too broad, and the career paths taoied and
individualizedto support a standardizedpprenticeship model These employerexpressed the

view that the currentsystem of IT certifiddons did a better job of allowing the company to

prioritize and targetseleced training that is needed.Othersobjected to the apprenticeship

model on the basis thaan apprentice would not have enough skills to perform at a high level

and would in effect, increase HR costs, by takitime away from other experienced and
productive staff who must meor or instruct the apprentice Some of the companies interested

in an apprenticeship model indicated that it would only work if a portion of the
mentor/suLJIS NIDA 82 Nk Ay a G NHzOG2NR& g 3S& RdzZNAY3I AyaidNd
source of funds.Those who were interested in apprenticeshipmodel thought that it could

potentially work for NOC/SOC operations anddprskillingtheir existing workforcepotentially

by adding cybersecurityaining to existing network techniciansThose who were interested in

an apprenticeship thought that the model should allow for multiple pathways into different IT

fields, based on the abilities and interests of therker and the needs of the business at that

time.

Internships: About a third of employers reported that internships would be of interest and
severalcontractors¢ especially very large contractoroperate a summer internship program

that dlows theO2 YLIJ ye& (G2 3ISG G2 (1y26 ailddzRSyida 62Nl AY
students typically work ominternak LINRP 2S0Ga oy2i Ofl aaA BAMSR LINE :
cientandl NB dzaSR (2 3IAGBS GKS O2YLI ye I|assBtkihey OS (2
team where the intern is assignedThe company then extends offers to some interns and the

SYLJX 28 SNJ I LI A SeéurityFcedtande Kile s/Heycanhidely Kisior hexducation

f SFRAY3 (2 | . EmPleySrs goted that i ShadslBu&ks well for younger

workers becausesecurity clearances are completed more quickly at a younger age. Some
employers reported that they have used internships in the past, but were unable to continue

them due to budgettonstraints, but would offethem again if funds were available to offset

wage costs. Internships wegenerallyof less interest to smaller employers.

Certifications: The majority of employergall but a few)thought that certifications would be a

benefit to their businesshowever, it was mainly seen as a benefit igu skillingtheir current

employees. Government contractors reported that workers must often add certifications to

keep current with the requirements of the jobs they fill and smaller employers reported that

they encourage their workers to add new certificai®to broaden their skillset.

Work Experiencea few of the employers/ii SNIDA S6SR 6SNB Ay @2t SR Ay
Cyber Worksprogram and had hired workers who were gaining experience as part of that
program. Employers were generally positive about their experience with Gidoeks, but

those interviewed had limited experience with just one or a few workers hired from the
program.
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§ Other types of experiencea 2 &G SYLJX 2@ SNE RA Rleag éiworRekperiente | y &
that would be beaeficial to their business, however, severaldicated their interest in
collaborating to develop a creativapproach to providing training.

Recommendations

Create Flexible Incentives for Employers to Hire Entrizevel Workers, Giving Them Work
Experience.

A lack of ITand engineeringxperiences perhaps the largediarrier to beginning an IT or gineering
technology career, even for workers who have the desired certifications or education. While the need
for experienced workers is evident, the largest IT employergovernmentIT and cybersecurity
contractors¢ operate in a business model that does not support hiring etgwel workers, except for
a0dzRSyta 62Nl Ay3a (261 NR | onslaDgoSetndedd driveRtiSeaniigS @
requirements, leaving employers little room to adjust their hiring practicescate a talent
development pipelinethat is available to inexperienced job seeker8ased on the analysis of job
advertisements, for workes to be considered for most jobs, they need a minimum of two to four years

of relevant |Tor engineeringexperience in their field of worfor prior military experience) In addition,

F2NJ 62N]J SNB gAGK fSaa GKIy | .ntiskwes hdenmppiantRSINB S

Anysolution desiged to provide workers witlexperienceto start an IT or engineering careeill need
to be flexibleto meetthe uniqueneedsof eachindividual employer.

A program that provides cost offsets to increasteitinship positions is likely to be preferred by larger
employers. These cost offsets could be created in the form of direct funding (if funding for internships
becomes available from the DOL or other entities). Larger employers are more likely tolasyer dax
burden and tax incentives may be an alternative means of offsetting costs of interns and encouraging
the creation of more slots for students to gain work experience. Employers are likely to make greater
use of this type of program if it can et students following a traditional route and progressing toward
O2YLX SGA2y 2F I .| OKSf2NRa RSIANBSo

Programs offering cost offsets for he-job training or extended apprenticeships are likely to be
preferred by smaller companiesompanies with an edation/training line of businesgnd companies
undergoing a fast growth phase. These incentives should be designed to offset wage costs for adding
new staff, but encourage loagrm employment for up to two years or more in order to give workers
adequateexperience to progress onto their next step along the career ladder.

Develop a career pathway leading to careers in a network operations center (NOC) or

security operations center (SOC).

Several of the IT employers interviewed reported that their ntarmg for midskilled workers were for
positions in their NOC/SOC operations and employers with a training portion of their business also
target occupations in this area. A NOC/SOC career training program would require (1) education leading
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to technicalknowledge that can be attained through a certification (2) training leading to strong
problemsolving ability and selirected learning, and (3) hanas experience in a NOC. For incumbent
NOC workers, cybersecurity training could be added leading tiigmos in a SOC. Strong partnership

with NOC/SOC employers and NOC/SOC training businesses would be important for job placement. An
ideal solution would combine initial training for placement in a NOC with atkemmg training program
leadingto (1) cybd B SOdzNR 1@ ONBRSYyGAFf&as o6unH0 | . OKSf 2NDa R
operations center. To boost success in a NOC/SOC training program, comprehensive wrap around
support services would be needed to address destabilizing factors ingluldss of childcare,
transportation, or housing among program participants. Model programs such as Year Up
(www.yearup.corr) and Per Scholas/vw.perscholas.org can serve asiodel programs for developing

career training that combines technical education, work experience, and college credits.

Strengthen and expand career pathways for mechatronics technicians and related positions
at defense contractors.

While engineeringechnicians are hired in many industries, the defense industry representtota

I NBlargest employer and most of these positions are located at Fort Meadwarby. Contractors
seek workers who hav@r can attair) a federal security clearance ahdve previous electronidesting
experience These positions are most easily accessible to veteandsworkerswith previous related
experience. The specific work performed by contractors is often classified, making tailored training
programs difficlt, however, partnerships with individual large employers could lead to better
opportunities for unemployed incumbent workers. Hiring growth at Fort Meade is projected to increase
substantially over the next few years creating a growing demand for wogketrganizations like the
Fort Meade Alliance actively coordinate shared initiatives between employers in and near Fort Meade.

Strengthen employer relationships and the osramps for experienced workers, veterans,

AT A Ul OOE O1T AAAAG®GOcateerbesolrdeSEI 160 AOOAAI EO

' YvYS | NYzy RElber Woskgirggias 68 created muabf the infrastructure needed tsupport
recruiting and training of workerdyut more can be done to stimulate use of the resoure@song
employers and increase the footptiof the program Cyber Workdhas created a growing number of
opportunities for experienced workers to connect with employdnsit employers involved with the
program report that there are too few opportunities for workers to find rskdlled internships oother
opportunities to gain experience Some employers interviewed for the study were not aware of the
Cyber Workgprogram and were interested to participata orderto expand theirrecruiting network;

more can be done to increase awareness of the paog The potential to expand the program should

be explored among employers in Howard County as well as Baltimore County where a larger number of
employers that serve commercial clients are located. These employers do not face the stringent security
cleaance requirements or high minimum experience requirements required of government contractors.
Another opportunity exists related to changes in WIOA funding. The changes will create more federal
funding opportunities to provide workforce development thedrves youth age 16 to 24. Youth have
higher unemployment rates, have less previous work experience, and are more likely to benefit from the
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assistance of the workforce development organizations in the region to overcome barriers to
employment.

Appendix A Questionnairefor Employers

Target Respondent: Business Owner or Head of HR

Interview Introduction

Thanks for taking time to talk with us. Can I tell you a little about this project?

We would like to position engineering and cybersecurity empldayensr region tgossiblytake

advantage of training and workforce development dollars tiaty be available througlfiederal and

stateLINE ANJ Ya 20SNJ G6KS ySEG FS6 &SI NAOD LOR fA1S G2
workforce needs and seeyibu would be interested working with yow local workforce office and

potentially accessinthese resources for training and workforce development.

Discussion Questions

1. In the fields of cybersecurity, IT, and engineering technology, what are soifrtbe mid-skilled

occupations thatyou hireet hose i n highest dewmiainld?Ped Wepacoinsii des

position where a bachelor’”s degree or higher is n

Occupation Education Experiace Certification Other skills| Hiring Starting
Requirement Requirement Required required difficulties? wage

X X X X X YIN X

Probe further: Are those all of your cyber occupations? Are those all of your engineering tech positions?

2. Could you talk with me abouany existing internal training or apprenticeship programs you have in
place for these positions? (Probe to complete the table below) What about external training
programs—are there some you use/require?

Occupation Training Internal/ | Length of Type of training | Is it adequate?
Description Exernal | Training (handson, online | Is more
class, etc.) needed?
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3. Could you talk about the career path for some of your key occupatioffd@te: Probe in depth to
understand starting entrylevel, ard subsequent occupations).

Starting Occupation SubsequenOccupations | Requirements to Progress to
next level
X X X

4. What skills, credentials, or training do you see as in greatest demand across the industry?

5. We would like to grow a regional labforce with the right skills to meet whatsinesseseed in mid

skilled cyber and engineering technology careers. Thayebefunds available to develop meaningful

on-the-job training, apprenticeships, and other types of training. Each of thess ofmining are

similar in that they are designed for rs#tilled workers to get the skills they need, without requiring a

. OKStf 2NDa 2 Nbh @MIAiENDEA RESINESPe 2dz Aa GoKFd Aa GKS
alAftta & nedeife S&dKiferent types of training:

1 OTJtrainingOJT) When a new employeeds boarded it often takes a few months or more
for that individua) workingwith i K S O 2 ¥xisling stafjta learn how to apply their
backgroundskills and trainingn theS Y LJt 2 @ SN & .aThiSQIX i 4@ coatly forihe y 3
employer who covers the full salary of a new hire during a period when he isrrebteyet fully
productive. OJT subsidiaxffset the cost of training an individual and are typicalgsléthan 3
months in length.

1 Apprenticeshipsare longer training that usuallgombinesclassroom/certifications with years of
experience In the past, they have been most common in the U.&trasning strategyfor
trades such as electrician or machiniln recent years especially in Europeapprenticeships
have proven to be an excellegfficient training approach for a wide variety of industrifisey
typically last 2 to 4 years.

1 Internshipsare typically academic in nature and intended toegstudents exposure to a field of
work and earn college credit. Internships also help an employer to identify potential future
candidates for open job positions in the future.

1  Work Experienceypically involves hiring workers to fulfill necessary ralas functions at your
company. lItis not associated with education or earning college credits and instead provides
workers with handsn experience in an occupation or job at your company. Work experience is
not limited to students and instead is focusmdproviding experience to individuals who have
been in the workforce and may have experience. They include dislocated \aokersrkers
with previous work experience, but may be outside of the exact field of work for the job.

9 Certificationsc Cerifications are career credentials that demonstrate that a work has the skills,
knowledge and abilities to perform a set of required tasks at a high level.

9 Other training¢ Are there other types of training that would be most beneficial?
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Couldyoutalkwi t h me about your company’s interest
5A. What is the best way for new workers to get the skills you need?

5B. How about taup skillyour existing workforce?

6. What would be the important benefits you would wanto get out of these programs {Rancial
offset of training costs? Fast skills acquisition? Special technical skills acquisition? Retention of
workers (if turnover is high)? )

7. What would be the keys to success of an [OTJ/apprenticeship/other] prograviidiat would make
you participate in it?

8. Would you be interested in serving on an employer council to oversee the development of such a

program?
9. Are there some hrriersyou see to success?

10. What do you see as theext steps to developing aapprenticeship prograr

Conclusion

Okay great that information is very helpful. Can I circle back with you in a few weeks with an update

with an update on our project?

Collect contact information if needed.
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Endnotes

' See Maryland Jobs Exchange at
https://mwejobs.maryland.gov/jobbanks/default.asp?p=0&session=jobsearch&geo

" Seehttp://www.dtic.mil/whs/directives/corres/pdf/857001m.pdf

" Occupational Employment Statistics, Bureau of Labour Statistics, May 2014; County estimates based
on the Batlimore Regional lEat Development Pipeline Study, Opportunity Collaborative

v See Maryland Jobs Exchange at
https://mwejobs.maryland.gov/jobbanks/default.asp?p=0&session=jobsearch&me

v Seehttp://www.dtic.mil/whs/directives/corres/pdf/857001m.pdf

Y'Only about 2% of the job openings in the thre@unty areas that are in the IT and engineering
technology fields state minimum experience requirements that are less than 2 years (see Figure 3).
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