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Maryland State Highway Administration

Unfortunately, in a lot of ways, the short 
term picture looks kind of like…
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Maryland State Highway Administration

But… the issues that face us are not going 
away
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Where will the money come 
from and what is the best 
way to use it?



Maryland State Highway Administration

I guess the bottom line is, as Incident 1st

Responders…where does MDOT stand?

Other 1st Responders (The Porcupine)
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Maryland State Highway Administration
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Maryland State Highway Administration

Baltimore Region Technology Group - December 6, 2010 6

What happens when something like that 
happens here?



Maryland State Highway Administration

The call comes in to 
the Baltimore 

County 911 PSAP…

Who pass it along to 
Baltimore County 
Fire and MSP JFK 

Baltimore Region Technology Group - December 6, 2010 7

Fire and MSP JFK 
Barracks



Maryland State Highway Administration
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Maryland State Highway Administration

Good 
News… 
MDTA 
has a 
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has a 
camera!

Connected directly to fiber… only designed 
to go to MDTA



Maryland State Highway Administration

We all know how we got here…
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Maryland State Highway Administration

I had a project to put up a few cameras…
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Maryland State Highway Administration

Then you had a project…
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Maryland State Highway Administration

And another stand-alone project…
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Maryland State Highway Administration

In this case we are a little lucky…MDTA is a part of CHART

MDTA Other Users 

CHART
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Maryland State Highway Administration

Baltimore Region Technology Group - December 6, 2010 15

Currently all of the video receivers 
above must use the exact same 

equipment to view the video



Maryland State Highway Administration

MSP - JFK

Baltimore County Police/Fire/EMS

MEMA
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MSP – Golden Ring

MdTA Police

Baltimore City Police

DOT Operations



Maryland State Highway Administration
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Other 1st Responders (The Porcupine)
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Maryland State Highway Administration
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Maryland State Highway Administration

Challenges

• Connectivity/Delivery
• Poor scalability
• Non optimal security
• Expensive associated with management of MDOT assets 

spread out across the state in non-MDOT facilities
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spread out across the state in non-MDOT facilities
• Video Sharing

• Poor scalability
• Hardware intensive (initial cost and maintenance)
• Difficult to manage (much verbal communication to select 

and pan/tilt non-native videos)



Maryland State Highway Administration

Proposed Solution (kill the porcupine)

• Architecture is similar to the existing solution but includes the 
following differences
– Establishes a strong security boundary between MDOT and 

the 3rd Party customers via the installation of a firewall
– Firewall configured to permit requests from 3rd party customer 

to access the CHART application (Don’t hide from 

Other 1st Responders (The Porcupine)
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to access the CHART application (Don’t hide from 
them…EMBRACE YOUR IT SECURITY GROUP)

– Use of Multicast Source Discovery Protocol (MSDP) to 
maintain IP multicast functionality through the firewall

– Use of video transcoders to
convert various video codec formats



Maryland State Highway Administration
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Maryland State Highway Administration

Benefits
Connectivity

• Does not require a small MDOT “island” to be created and maintained at the 
remote site

– Improves network security
– Improves scalability

• Solution does not require dedicated PCs to be configured on the 3rd party 
network to access the CHART application
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– Reduces the management responsibilities of MDOT
– Improves operational usability
– Improves security and scalability

• Management responsibility of all network equipment, PCs, decoders, etc 
that are beyond the MDOT firewall will be the responsibility of the 3rd party

– Reduces the management responsibilities of MDOT
– Improves scalability



Maryland State Highway Administration

Intranet

Network MD
Appliance that 

Transcodes 
between multiple 

Firewal
l

Secure 
Firewal

l
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Secure
Internet

between multiple 
formats and 
transmit over 

multiple means 

The Intelligent CCTV Project has prototyped:
- the appliance to transcode between multiple formats
- secure points of entry for data and video into the MDOT network
- a secure connection between MDOT and Network Maryland
- a secure internet connection between MDOT and the Internet

Federal grants such as UASI will fund 
much of the deployment



Maryland State Highway Administration

New 
CHART 
Model for 
Sharing 
Data and 
Video
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Maryland State Highway Administration

Intranet

Network MD
Appliance that 

Transcodes 
between multiple 

formats and 

Firewal
l

Secure 
Firewal

l
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Secure
Internet

formats and 
transmit over 

multiple means 

The Intelligent CCTV Project has prototyped:
- the appliance to transcode between multiple formats
- secure points of entry for data and video into the MDOT network
- a secure connection between MDOT and Network Maryland
- a secure internet connection between MDOT and the Internet

Federal grants such as UASI are 
funding much of the deployment

IP-based Transcoding 
devices are being added 
to statewide IDIQ COTS 
Hardware Contracts 
(http://doit.maryland.gov/c
ontracts/Pages/HWMaster
ContractHomepage.aspx)



Maryland State Highway Administration

Where are we now?

•CHART 3rd Party users have been migrated behind 
firewalls (except Baltimore City)
•Firewall is being purchased to move Baltimore City
•Anne Arundel County, Howard County, and 

Baltimore Region Technology Group - December 6, 2010 26

•Anne Arundel County, Howard County, and 
Baltimore County are being migrated to connectivity 
to CHART application and additional CHART video 
through NWMD



Maryland State Highway Administration

Where are we now?

•192 SHA / MDTA / Harford County / Anne Arundel 
County / Prince George’s County videos are 
transcoded for use on the

•CHART Network
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•CHART Network
•Internet
•Statewide Governmental Intranet (NWMD)

•200 Montgomery County Cameras will join by 
March 2011



Maryland State Highway Administration

Where are we now?

•Many opportunities for direct data sharing for 
integration
1.  RSS: CHART provides the following information as RSS feeds off of our web site.  
Currently Available RSS Feeds include Traffic Incidents & Active permited Lane Closures, 
Average Traffic Speeds, Weather Station Readings, And Weather Station Images.  These 
feeds update every 90 seconds.  
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feeds update every 90 seconds.  

The current closures feed shows:

Baltimore City : IS - 95 North at JOH AVE on Joh Ave Today, December 01, 2010, 5 hours 
ago
Type: Road Closure
Lanes Closed: Lane 1, Lane 2, Other.  
Duration: 10/5/2010 to 12/30/2010,   12:00:00 AM - 11:59:00 PM. 
Reason for Closure: BRIDGE REPAIR.

You can connect to these feeds at: http://traffic.md.gov/rss/RSSFeeds.asp



Maryland State Highway Administration

Where are we now?

•Many opportunities for direct data sharing for integration
2.  ESRI REST Service: The CHART Geographic Information Systems Export Service was 
developed in March 2010 to meet the Governor's request for CHART video on the MD 
iMap application.  The service allows all of the data on our public, ESRI-compliant map to 
be received as a real-time service by other 1st responders to integrate into their own maps. 
The service covers:
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The service covers:

CHART Traffic Events and Closures
EORS Active Closures (Activated Permits)
Route and Area Restrictions
Speed Sensors (TSS)
Dynamic Message Signs (DMS)
Close Circuit Televisions (CCTV) (142 concurrent streaming videos - no control)
Roadway Information System Sensors (RWIS)
Snow Emergency Plan (SEP)
Area-wide Road Condition Report (IPS) 



Maryland State Highway Administration

Where are we now?
•Many opportunities for direct data sharing for integration
2. ESRI REST Service (continued:)
So far we have provided secured access to:  
- SHA HISD (to provide to the iMap people)  - 4/1/10
- MEMA - 4/8/10
- Frederick County GIS - 4/21/10
- Howard County GIS - 7/29/10
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- Howard County GIS - 7/29/10

This defined an interface between CHART and a Service- Requesting Client Application System. 
The interface provides CHART event and device information to the Requesting Client via an HTTP 
interface when requested.  The data is sent via the CHART Mapping Public Data API Service (the 
Service) in ESRI Standard REST service output format.   The ArcGIS REST (Representational State 
Transfer) Service is hosted on an internet facing DMZ. The ArcGIS REST API is used to provide a 
simple, open web interface to services hosted by ArcGIS Server.  The interface is intended for a user 
with a development skill set familiar with the applications, and not intended for public use. Each 
GIS service published on the ArcGIS Server accesses the available resources and operations through 
a hierarchy of URLs, or endpoints, on the REST API. 



Maryland State Highway Administration
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Maryland State Highway Administration
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Maryland State Highway Administration

It does not happen overnight, but we no longer have  the 
resources to “go it alone” and to be honest…the job ha s 
gotten much larger
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Maryland State Highway Administration
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